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The HOTHREAT training curriculum is a structured and organized plan that outlines the
content, goals, objectives, and methods for teaching, covering basic knowledge about
CBRNe threats and recognition methods, commanding procedures, personal protection,
procedures aiming at protection of potential victims, securing the action scene, and rescue
procedures. It is a roadmap that guides the design and delivery of HOTHREAT training, to
provide a structured and effective learning experience, ensuring that participant staff from
hotels and conference centers acquire the intended knowledge and skills.

The HOTHREAT curriculum objective is to provide a useful tool for hotels and
conference centers to increase their awareness and safety against CBRNe terrorist
threats.

The HOTHREAT training curriculum is based on findings and materials by the HOTHREAT
project on activities:

e Work Package 2: Analysis of end users’ needs, good practices and relevant EU funded
projects.

e Work Package 3: Comprehensive CBRNe protection system.

e Work Package 4: Innovative technical solutions for CBRNe protection.

The HOTHREAT training curriculum is adjusted to end user-needs, and is composed of
segments, where end-users can decide to use all or selected segments (depending on
individual needs). Segments are elaborated in traditional and e-learning methods to allow for
both/mixed types of learning.

The HOTHREAT training is design to be used by hotels and conference centers as a
DIY (do it yourself) tool, supporting them in the delivery of effective CBRN protection
training.

It is important to remember that performance-based training requires commitment from the
hotels and conference centers. This commitment includes budgeting and scheduling the
time required for both initial and continuing training. This commitment should be made by
senior management from the beginning. Policies implemented and support demonstrated by
senior management provide the driving force to ensure that training programs receive the
attention that is imperative, if facility training programs are to be successful.

The HOTHREAT training curriculum is complemented by several instructional materials
that cover basic knowledge about CBRNe threats and recognition methods, commanding
procedures, personal protection, procedures aiming at protection of potential victims,
securing the action scene, and rescue procedures shall contain educational material,
exercises, and tests. The HOTHREAT instructional material include the results of WP3
“Comprehensive CBRNe protection system” and WP 4 “Innovative technical solutions for
CBRNe protection”.
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The Systematic Approach to Training (SAT) is a structured methodology used to design,
develop, and deliver effective training programs. Originally developed by the U.S. military,
SAT has been widely adopted in various industries for its systematic and comprehensive
approach to training.

By following the SAT model, the development of the HOTHREAT modular training curriculum
for CBRNe protection at hotels and conference centers is systematic, thorough, and tailored
to the specific needs of the staff working in these facilities. The SAT model ensures that
training is well-organized, learner-centred, and designed to achieve specific learning
objectives.

The SAT model consists of several key phases:

1 Analysis
of Jobs and training needs

2 Design

of the training

Feedback

of training materials
|

4 Implementation
of training

5 Evaluation
of training effectiveness

I
I
I
|
I
I
|
1
I
I
3 Development I
I
I
I
I
|
I
I
|
1
I
Figure 1: Overview of a systematic approach to training.

Analysis Phase:

Identify the specific CBRNe protection needs for hotels and conference centers. Which
involve assessing potential threats, understanding the roles and responsibilities of staff during
emergencies, and considering the layout and structure of the facility.

Design Phase:

Develop modular training units focusing on different aspects of CBRNe protection. Modules
include topics like identifying suspicious items/situations, evacuation procedures, basic first
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aid for CBRNe incidents, communication protocols, etc. Each module must have clear
learning objectives and be designed to fit into the larger curriculum.

Development Phase:

Create training materials for each module. This includes presentations, videos, simulations,
handouts, and interactive exercises. Materials are easily understandable and accessible for
the target audience.

Implementation Phase:

Conduct the training sessions using the modular curriculum. Each module can be delivered
separately or combined based on time constraints or specific needs. Trainers should engage
participants actively, encouraging discussions, simulations, and practical exercises to
reinforce learning.

Evaluation Phase:

Gather feedback from participants after each module and at the end of the entire curriculum.
Evaluate the effectiveness of the training in enhancing staff preparedness and response to
CBRNe incidents. Use this feedback to refine and improve the curriculum for future sessions.

Some factors to support the SAT model for HOTHREAT training are:

Structured and Systematic:

SAT provides a systematic and structured approach to training development, ensuring that
each step is carefully planned and executed. This structure can lead to well-organized and
comprehensive training programs.

Clear Learning Obijectives:

SAT emphasizes the importance of clearly defined learning objectives. This clarity ensures
that the training curriculum is aligned with specific goals, making it easier to measure success
and effectiveness.

Adaptability:

The modular nature of SAT allows for adaptability. Modules can be updated or modified
independently, making it easier to incorporate changes in regulations, technologies, or
industry best practices.

Consistency Across Training:

The SAT model promotes consistency across different training modules. This ensures that
the same high standards and key principles are maintained throughout the entire training
program.

Continuous Improvement:

SAT includes an evaluation phase, encouraging continuous improvement. Regular feedback
and assessments enable the curriculum to evolve, keeping it relevant and effective over time.
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However, some aspects to consider against the SAT model are:

Resource-Intensive:

Following the SAT model can be resource-intensive. It requires careful planning, experienced
personnel, and dedicated time and effort for each phase of the training development process.

Rigidity in Implementation:

The structured nature of SAT may be seen as rigid by some. This rigidity might limit flexibility,
especially in rapidly changing environments where a more agile approach may be necessary.

Time-Consuming:

Developing a modular training curriculum using SAT can be time-consuming. The thorough
analysis, design, and development phases may extend the overall timeline for implementing
a new training program.

Potential for Overemphasis on Formality:

The emphasis on formality in SAT may result in a training program that is perceived as overly
formal or academic. This could affect engagement, particularly in scenarios where a more
practical or hands-on approach might be preferred.

To reduce the impact of these negative factors HOTHREAT training provides everything
required in the first, second and third phases of the SAT model (Analysis, Design and
Development), only for hotels and conference centers to implement and evaluate the training,
reducing in great part the use of their own time and resources. HOTHREAT training has been
designed to be flexible and adaptable to reduce the impact of the rigidity of the SAT model,
as well as reducing the formality factor mentioned above.

HOTHREAT training, based on the SAT model, is systematic and iterative, which means that
it allows for continuous improvement of training programs. It places a strong emphasis on
aligning training with organizational goals and ensuring that the training is effective in
addressing the identified needs. By following this model, the present HOTHREAT training
curriculum provides a well-structured and impactful training program that will enhance the
knowledge and skills of their learners.
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Training needs and target group taken into consideration for the development of the present
HOTHREAT training curriculum have been identified during the tasks and analysis developed
by Work Package 2 (WP2) “Analysis of end users’ needs, good practices and relevant EU
funded projects”.

HOTHREAT training curriculum is supported by the results from Work Package 3 (WP3)
“Comprehensive CBRNe protection system”, and Work Package 4 “Innovative technical
solutions for CBRNe protection”.

21. Training needs.

Analysis tools used by WP2 to identify training needs have been:

= Inspection visits performed over 8 hotels and conference centres.

= Desk research focused on gathering and analysing existing information related to the
protection of hotels and conference centres against CBRNe incidents.

= Survey research through development and distribution of created
templates/questionnaires to hotels and conference centres.

= Analysis of existing practices, results from EU projects useful to the protection of hotels
and conference centres against CBRNe incidents, and review of international
regulations.

After the analysis, the following training needs have been identified as the most important
and best suited for hotel & conference centers to achieve the objective of the HOTHREAT
project and curriculum:

» The need for recognition of CBRNe threats and understanding CBRNe threats.

» The need for early recognition of CBRNe agents in case of its use during an attack.

» The knowledge to develop fit for purpose risk analysis of the hotel and conference
centers against CBRNe threats.

» The knowledge for prevention and protection procedures and equipment to reduce the
threat and consequences of a CBRNe attack/incident.

» The knowledge for command-and-control procedures, and communication and

cooperation procedures with external services and institutions in case of a CBRNe

attack/incident

Knowledge in the use of personal protection equipment against CBRNe threats.

How to protect potential victims, including evacuation and sheltering.

How to secure the action scene and safety and security procedures after a CBRNe

incident/attack.

» Knowledge about rescue and recovery procedures after a CBRNe incident/attack.

» Training in practical exercises and drills for CBRNe protection at hotels and
conference centers.

Y YV V
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2.2. Target / audience groups.

Chemical, Biological, Radiological, Nuclear, and Explosive (CBRNE) protection training at
hotels and conference centers holds paramount significance in preparing individuals and
organizations to mitigate and respond effectively to potential threats. The possible target
groups and audience for such training encompass a diverse range of stakeholders, each with
distinct roles and responsibilities in ensuring safety and security within these public venues.

The present curriculum is focus exclusively on hotel and conference center staff. They
form a critical segment of the target audience for CBRNe protection training. This group
includes front desk personnel, housekeeping staff, security teams, maintenance workers, and
managerial staff. Their direct interaction with guests and comprehensive knowledge of the
venue's layout and operations positions them as frontline responders during emergency
situations. Equipping them with specialized training ensures their ability to identify suspicious
activities, handle hazardous materials safely, and efficiently evacuate guests while
coordinating with emergency responders.

Furthermore, event organizers and attendees represent another significant demographic
for CBRNe protection training at these venues that hotels must consider. Conference
attendees may include individuals from diverse industries, government agencies, academia,
and non-profit organizations. Training this group enhances their awareness of potential
threats, fosters a culture of vigilance, and equips them with the necessary skills to respond
appropriately during unforeseen emergencies.

Emergency responders, such as local law enforcement, fire departments, and medical
personnel, are indispensable participants in CBRNe protection training at hotels and
conference centers. Collaboration and coordination between venue staff and these
professionals are pivotal for an effective response to CBRNe incidents. Training sessions for
hotels and conference center staff in collaboration with these responders focus on
familiarizing them with the layout of venues, understanding potential hazards specific to these
environments, and fostering effective communication and cooperation strategies during crisis
scenarios.

Finally, security agencies and risk management professionals constitute another key
audience for collaboration in CBRNe protection training in hospitality settings. Their expertise
in threat assessment, risk mitigation, and crisis management contributes significantly to pre-
emptive measures and preparedness strategies. These professionals have specialized
knowledge in identifying vulnerabilities, implementing security protocols, and devising
contingency plans tailored to the unique challenges of hotels and conference centers.

As result of WP2 tasks mentioned before, the following target audience/groups at hotels
and conference centers have been identified as the most important and best suited for hotel
& conference centers to be trained to achieve the objective of the HOTHREAT project.
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General manager and management personnel.

Personnel responsible for overseeing the overall operations,
administration, and profitability of the establishment: strategic planning;
operations management; financial management; guest relations; human
resources; marketing and sales; compliance and safety; etc.

Security director and security personnel.

Professionals responsible for overseeing all aspects of security and safety
within the property. Their primary objective is to maintain a secure
environment for guests, employees, and assets while ensuring
compliance with safety regulations and hotel and conference centers
policies.

Technical director and maintenance personnel.
Responsible for overseeing the maintenance, engineering, and technical
operations within the property. Their primary role involves managing the
physical infrastructure of the hotel to ensure that all systems, equipment,
and facilities are properly maintained and functioning efficiently.

Reception personnel.

Reception personnel in a hotel play a pivotal role as they are often the
first point of contact for guests. Their primary responsibility is to provide
excellent customer service and ensure a smooth check-in and check-out
experience for guests. The reception area, commonly referred to as the
front desk or reception desk, serves as the central hub for guest inquiries,
reservations, and various administrative tasks. A key role and
responsibility of reception personnel in a hotel is related to safety and
security awareness.

Cleaning service personnel.
Often referred to as housekeeping staff, play a crucial role in maintaining

cleanliness, hygiene, and overall presentation of the hotel's guest rooms,
public areas, and facilities. They are responsible for ensuring that the
hotel premises are clean, tidy, and welcoming for guests.

Restaurant personnel.

P, N Responsible for managing the dining areas, providing excellent customer
\=Jd service, and ensuring a pleasant dining experience for guests. This team
consists of various roles that collectively contribute to the smooth
operation of the hotel's restaurants, bars, and food service areas.

Images: Flaticon.com

Figure 2. Target groups for HOTHREAT training.

In some hotels and conference centers staff may perform several of the functions described
above at the same time.
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21. Learning objectives.

As we have seen before, operating a hotel requires a diverse range of staff to manage various
aspects of the hotels and conference centers efficiently. As HOTHREAT training curriculum
aims to increase their awareness and safety against CBRNe terrorist threats, learning
objectives have been formulated for each of the different staff or target audience groups
previously defined.

Learning objectives serve as guiding beacons, delineating the desired outcomes and
competencies individuals should attain through a particular educational program or training
initiative. Whether in the realm of professional development, academic pursuits, or
specialized training such as CBRNe protection in hospitality settings, these objectives serve
as a roadmap, steering learners toward specific knowledge, skills, and attitudes.

In the context of CBRNe protection training at hotels and conference centers, the learning
objectives revolve around imparting comprehensive knowledge and honing practical
skills necessary to mitigate, respond to, and recover from potential threats posed by
chemical, biological, radiological, nuclear, and explosive hazards within these environments.

Primarily, these learning objectives focus on fostering heightened awareness among
participants about the diverse nature of CBRNe threats and the importance of vigilance in
identifying suspicious activities or materials. Understanding the characteristics and potential
impact of different CBRN agents forms a fundamental aspect of the learning process,
enabling individuals to differentiate between various threats and respond accordingly.

Moreover, the training aims to equip participants with the necessary competencies to
effectively implement emergency response protocols specific to hotels and conference
centers. This includes proficiency in evacuation procedures, safe handling of hazardous
materials, effective communication strategies during crises, and collaboration with
emergency responders and guests.

Developing the ability to assess risks, establish preventive measures, and contribute to a
culture of preparedness within these settings are additional key learning obijectives.
Participants are encouraged to cultivate a proactive mindset that emphasizes pre-emptive
actions, risk mitigation strategies, and continuous improvement in security protocols.

Overall, the learning objectives for CBRNe protection training at hotels and conference
centers emphasize a multifaceted approach, combining theoretical knowledge with
practical skills to empower individuals and organizations in safeguarding these public venues
against potential CBRNe threats.

The following learning objectives for each target/audience group have been establish:
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Learning objectives for:

General manager and management personnel.

©)
©)

To understand CBRNe threats and their impact for hotels and conference centers.

To understand basic CBRNe terminology.

To have basic Knowledge of CBRN agents and its recognition.

To understand the need for CBRNe preparedness: vulnerabilities, importance of
CBRNe risk analysis, CBRNe security plan and CBRNe emergency plan for hotels and
conference centers.

To understand the need for the implementation of a well-functioning incident command
and communication system.

To have basic knowledge of the selection and use of personal protection equipment
(PPE) for different CBRNe scenarios.

To understand the need for the implementation of procedures for the protection of
potential victims.

To understand the need for securing the incident scene.

To understand the work of the multiagency response (police, fire brigade, medical
services) after a CBRNe incident.

To understand the need for training, practical exercises, and drills for CBRNe
preparedness.

To understand the basic legal and ethical considerations on CBRNe response.

To understand the need for review and improvement of the system after an CBRNe
incident.

Figure 3. Learning objectives for management personnel

Images: Flaticon.com
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Learning objectives for:

Security director and security personnel.

©)
@
@

@

Q@ @ @ @ @

To understand CBRNe threats and their impact for hotels and conference centers.

To understand CBRNe terminology.

To recognize CBRN agents.

To understand the need for CBRNe preparedness.

To recognize CBRNe vulnerabilities at hotels and conference centers.

To perform effective CBRNe risk analysis for hotel and conference centers.

To have basic knowledge of CBRNe detection equipment.

To elaborate effective CBRNe security plans for hotels and conference centers.
To elaborate effective emergency plans for hotels and conference centers.

To have basic knowledge of CBRNe food protection guidelines.

To have basic knowledge of CBRNe protection guidelines for cleaning services.
To have basic knowledge of guidelines for epidemiological enquiry.

To elaborate adequate CBRNe VIP protection programme.

To understand the need and implementation of incident command and communication
system.

To understand roles and responsibilities in the command structure.

To understand incident assessment and initial response.

To understand HOTHREAT application for mobile devices integrated with augmented reality.

To understand the selection and use of personal protection equipment for different CBRNe
scenarios.

To understand basic donning and doffing procedures.

To understand basic decontamination procedures.

To understand the need for the implementation of procedures for the protection of potential
victims.

To understand evacuation procedures for different threat types.

To understand sheltering places and safe zones after a CBRNe incident

To manage vulnerable populations after a CBRNe incident.

To understand the need for securing the incident scene.

To stablish perimeters and access control after a CBRNe incident.

To perform efficient crowd and traffic control.

To effectively protect evidence and maintain scene integrity after an CBRNe incident.

To understand the work of the multiagency response (police, fire brigade, medical services) to
a CBRNEe incident.
To have basic knowledge about post-incident recovery and cleanup after a CBRNe incident.
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Learning objectives for:

Security director and security personnel.

To understand the need for training, practical exercises, and drills.
To effectively perform simulated CBRNe incident response exercises.
To effectively perform tabletop exercises.

To understand the basic legal and ethical considerations on CBRNe response.

To understand the need for review and improvement of the system after an CBRNe
incident.
To effectively review incident response after an CBRNe incident.
To effectively identify areas for improvement after an CBRNe incident.
To effectively implement lessons learned after an CBRNe incident.
Figure 4. Learning objectives for security personnel

Q@ @ @

Images: Flaticon.com
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@ Technical director and maintenance personnel.

Learning objectives for:

©)

To understand CBRNe threats and their impact for hotels and conference centers.

To understand basic CBRNe terminology.

To have basic Knowledge of CBRNe agents and its recognition.

To understand the need for CBRNe preparedness: vulnerabilities, importance of
CBRNe risk analysis, CBRNe security plan and CBRNe emergency plan for hotels and
conference centers.

To recognize CBRNe vulnerabilities at hotels and conference centers

To understand the need for the implementation of a well-functioning incident command
and communication system.

To have basic knowledge of the selection and use of personal protection equipment
(PPE) for different CBRNe scenarios.
To understand basic decontamination procedures.

To understand the work of the multiagency response (police, fire brigade, medical
services) to an incident.

To understand the need for training, practical exercises, and drills.

Figure 5. Learning objectives for maintenance personnel

Images: Flaticon.com
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A Learning objectives for:
“ Reception personnel.
@ To understand CBRNe threats and their impact for hotels and conference centers.
@ To understand basic CBRNe terminology.

To have basic Knowledge of CBRNe agents and its recognition.

To understand the need for CBRNe preparedness: vulnerabilities, importance of
CBRNe risk analysis, CBRNe security plan and CBRNe emergency plan for hotels and
conference centers.

To recognize CBRNe vulnerabilities at hotels and conference centers

To understand the need for the implementation of a well-functioning incident command
and communication system.

To have basic knowledge of the selection and use of personal protection equipment
(PPE) for different CBRNe scenarios.

To understand the work of the multiagency response (police, fire brigade, medical
services) to an incident.

To understand the need for training, practical exercises, and drills.

Figure 6. Learning objectives for reception personnel

Images: Flaticon.com
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Learning objectives for:

Cleaning service personnel.

©)
©)
@

©)

@&
©)
@
@&

To understand CBRNe threats and their impact for hotels and conference centers.

To understand basic CBRNe terminology.

To have basic Knowledge of CBRNe agents and its recognition.

To understand the need for CBRNe preparedness: vulnerabilities, importance of
CBRNe risk analysis, CBRNe security plan and CBRNe emergency plan for hotels and
conference centers.

To understand HOTHREAT CBRNe protection guidelines for cleaning services

To understand the need for the implementation of a well-functioning incident command
and communication system.

To have basic knowledge of the selection and use of personal protection equipment
(PPE) for different CBRNe scenarios.

To understand the work of the multiagency response (police, fire brigade, medical
services) to an incident.

To understand the need for training, practical exercises, and drills.

Figure 7. Learning objectives for cleaning service personnel

Images: Flaticon.com
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@ To understand CBRNe threats and their impact for hotels and conference centers.
@ To understand basic CBRNe terminology.

@ To have basic Knowledge of CBRNe agents and its recognition.

To understand the need for CBRNe preparedness: vulnerabilities, importance of
@7 CBRNe risk analysis, CBRNe security plan and CBRNe emergency plan for hotels and

conference centers.

To understand HOTHREAT CBRNe food protection guidelines.

@ To understand the need for the implementation of a well-functioning incident command
and communication system.

@ To have bgsic knowledge of thg selection and use of personal protection equipment
(PPE) for different CBRNe scenarios.

(CB/? To understand the work of the multiagency response (police, fire brigade, medical
\) services) to an incident.

@7 To understand the need for training, practical exercises, and drills.

Figure 8. Learning objectives for restaurant personnel

Images: Flaticon.com
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After the identification of the training needs and target groups for the training, and once the
learning objectives have been established for each of the target groups, the next step for the
HOTHREAT training is to design the HOTHREAT training curriculum.

At the same time, it is required during this phase, to consider the desirable characteristics for
the trainer, being the person/persons who will be responsible to deliver the training at the
hotel and conference center to the target groups, supported by the HOTHREAT training
curriculum and instructional materials.

3.1. HOTHREAT trainer/instructor.

Internal trainers, selected from the hotel’s staff have the advantage of understanding the
unique culture, policies, and procedures of the organization, allowing them to tailor the
training to specific needs. Furthermore, utilizing existing staff to conduct training can be more
economical than hiring external trainers, reducing training costs and are readily available for
ongoing training, follow-ups, and quick refreshers as needed.

However, internal trainers might lack specialized knowledge or experience in CBRN
protection, particularly if this is not their primary field of expertise and may be more prone to
organizational biases and might overlook certain vulnerabilities due to familiarity, leading to
potential gaps in training. They might be juggling multiple roles and responsibilities, which
could limit their effectiveness and availability for comprehensive training sessions and relying
solely on internal trainers might result in a lack of new ideas and innovative approaches to
CBRN protection, which external trainers could provide.

On the other hand, specialised external trainers often bring a high level of expertise and
specialized knowledge in CBRN protection, including the latest industry practices and
technologies. They offer an objective viewpoint, identifying potential risks and vulnerabilities
that internal staff might overlook and can introduce new methodologies, best practices, and
innovative solutions based on their diverse experiences with different organizations. Training
conducted by recognized experts can enhance the credibility of the program and increase
the likelihood of staff engagement and compliance.

However, hiring specialised external trainers can be expensive, especially for specialized
CBRN training that requires advanced knowledge and equipment. External trainers may lack
in-depth knowledge of the specific organizational culture, policies, and procedures, which
could limit the relevance of their training, and trainers may only provide one-time or periodic
training sessions, making it challenging to maintain continuity and follow-up without additional
costs.

Hotels and conference centers should consider a hybrid training model, to maximize the
benefits while mitigating the drawbacks, a balanced approach that leverages both internal
and external trainers can be highly effective. Hiring external trainers for initial comprehensive
training and certification, and internal trainers for ongoing refresher courses and updates. For
example, with train-the-trainer programs, where external experts train a group of internal
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trainers, equipping them with the necessary skills and knowledge to conduct future sessions
independently.

A trainer responsible to impart HOTHREAT training, ideally should possess several key
characteristics to effectively educate and train all hotel and conference center target groups.
Those characteristics are:

Expertise and Knowledge:

A trainer should have good knowledge and expertise in CBRNe materials, agents, detection
methods, protective equipment, decontamination procedures, and response protocols. They
should stay updated on the latest developments and trends in the field.

Experience:

Practical experience in CBRNe incidents or emergency response is recommended. Trainers
who have real-world experience in handling CBRNe situations can provide valuable insights
and practical guidance to trainees.

Effective Communication Skills:

The ability to communicate complex concepts clearly and effectively is essential. Trainers
should be able to convey technical information in a way that is understandable to trainees
with varying levels of expertise.

Adaptability and Flexibility:

CBRNe scenarios can vary greatly, so trainers need to adapt their training programs to
different environments, scenarios, and audience needs. They should be flexible in their
approach to accommodate evolving threats and response tactics.

Safety Focus:

Emphasizing safety is paramount in CBRNe training. Trainers must prioritize safety protocols,
proper handling of hazardous materials, and the use of protective equipment to minimize
risks during training exercises.

Leadership:

In training scenarios, the trainer often takes on a leadership role. Being able to lead effectively
under pressure, and guide trainees through exercises is essential.

Continual Learning and Improvement:

CBRNe protection is an evolving field. Trainers should engage in continuous learning, staying
updated on new technologies, response strategies, and best practices to enhance their
training programs.

Team Player and Collaboration:
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Working within a team is essential in CBRNe response. Trainers should foster a collaborative
environment, encouraging teamwork and effective communication among trainees.

Image: Flaticon.com

Overall, a competent HOTHREAT trainer combines technical expertise, effective
communication, practical experience, and a commitment to safety to hotel staff to respond
efficiently and effectively to CBRNe incidents.

However, finding a suitable internal trainer that comply with all the characteristics mentioned
before is a difficult task. For that reason, HOTHREAT curriculum has been designed to be
used by the hotels and conference centers to be perform with their own means and
resources, always considering the final objective to increase awareness and safety against
CBRNe terrorist threats.

The designated HOTHREAT internal trainer should be able to educate themself and
obtain the required knowledge through the HOTHREAT learning material and tools.
Once educated he /she will be able to transfer this knowledge to the rest of the staff, imparting
an effective training with the use of the HOTHREAT learning material provided.

It is recommended by the HOTHREAT project that the Security Director, or a person
under his/her direct supervision, should be the trainer responsible to provide
HOTHREAT training to the target groups at the hotel and conference center.
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3.2. HOTHREAT modular training curriculum.

Taking into consideration the different targets groups and their required training needs, the
HOTHREAT modular training curriculum has been designed to ensure the security, safety,
and preparedness of facilities, first responders, and all other personnel in hotels and
conference centers responsible for preventing and dealing with such possible incidents.

The HOTHREAT curriculum covers the training program required for ensure a common
knowledge and a minimum level of preparedness to prevent and react in case of a CBRNe
incident. The curriculum consists of 11 modules.

Each module is designed to be stand-alone, with its own learning objectives, materials, and
assessments, making it easier to customize the training program based on the specific needs
and priorities of each organization or audience. It's important to include practical exercises,
real-life case studies, and hands-on training to reinforce theoretical knowledge and ensure
that participants are well-prepared to respond effectively to CBRNe threats. Additionally,
regular updates and ongoing training are crucial to keep personnel up to date with evolving
threats and response strategies.

HOTHREAT training curriculum modules
Module 1: Understanding CBRNe Threats.
Module 2: Recognition and Identification: Recognizing CBRNe Agents.

Module 3: Hotel and conference centers protection: Vulnerabilities, risk analysis,
security plan and emergency plan.

Module 4: Command and Control Procedures. Incident Command System.
Module 5: Personal Protection.

Module 6: Protection of Potential Victims.

Module 7: Securing the Action Scene.

Module 8: Rescue and Recovery Procedures.

Module 9: Practical Exercises and Dirills.

Module 10: Legal and Ethical Considerations.

Module 11: After-Action Review and Improvement.

Figure 9. HOTHREAT training modules

Below is the HOTHREAT curriculum table containing, for each of the target groups: learning
objectives, a reference to the chapter of the HOTHREAT handbook where the lesson can be
found, the presentation title for the instructor to give the lesson to the trainees, and the time
required for the trainer to impart the lesson.

Annex 1. Lessons content. describes the content of each lesson that is developed in the
HOTHREAT instructional materials: handbook, presentations, etc.
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Time
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Time

(min)
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1.1

To understand CBRNe threats and
their impact for hotels and
conference centers.

1.2

To understand basic CBRNe
terminology.

15

2.1

To have basic Knowledge of CBRNe
agents and its recognition.

15

22

To recognize CBRNe agents.

30

31

To understand the need for CBRNe
preparedness.

15

3.2

To recognize CBRNe vulnerabilities
at hotels and conference centers.

15

QOO O ©® |b»>

3.3

To perform effective CBRNe risk
analysis for hotel and conference
centers

15

3.4

To have basic knowledge of CBRNe
detection equipment.

10

3.5

To elaborate effective CBRNe
security plans for hotels and
conference centers.

10

3.6

To elaborate effective emergency
plans for hotels and conference
centers.

10

3.7

To have basic knowledge of CBRNe
food protection guidelines

15

3.8

To have basic knowledge of CBRNe
protection guidelines for cleaning
services.

15

3.9

To have basic knowledge of
guidelines for epidemiological

enquiry.

10

3.10

To elaborate adequate CBRNe VIP
protection programme

10

4.1

To wunderstand the need and
implementation of incident command
and communication system.

4.2

To understand roles and
responsibilites in the command
structure.

4.3

To understand HOTHREAT
application for mobile devices.

10

10

4.4

To understand HOTHREAT
augmented reality system

10

10

5.1

To have basic knowledge of the
selection and use of personal
protection equipment (PPE) for
different CBRNe scenarios.

52

To understand the selection and use
of personal protection equipment for
different CBRNe scenarios.

10

5.3

To understand basic donning and
doffing procedures.

10

5.4

To understand basic
decontamination procedures.

10

10

6.1

To understand the need for the
implementation of procedures for the
protection of potential victims.

10

10°

Q®

6.2

To understand evacuation
procedures for different threat types.

10

6.3

To understand sheltering places and
safe zones after a CBRNe incident

6.4

To manage vulnerable populations
after a CBRNe incident.

QOGIIVGICINORV VIS VICHOIVISHOI VIV QST |
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Practical
HOTHREAT | Lesson Aor < (- A "
. e - training — kd O
No. |Learning objective handbook Time Time ﬁ B I r
Chapter No.| (min) (min) i — AA :
To understand the need for securing ,
7.1 . 7 5 -
the incident scene.
7o |To stablish perimeters and access 7 5 B @
) control after a CBRNe incident.
73 |To perform efficient crowd and traffic 7 5 . @
control.
To effectively protect evidence and
7.4 |maintain scene integrity after an 7 5 -- @
CBRNe incident.
To understand the work of the
multiagency response (police, fire ,
8.1 : . f 8 10 -
brigade, medical services) after a
CBRNe incident.
To have basic knowledge about
8.2 |post-incident recovery and cleanup 8 10’ - @ @ @
after a CBRNe incident.
To understand the need for training,
9.1 |practical exercises, and drills for 9 10’ - @ @ @ @ @ @
CBRNe preparedness.
To effectively perform simulated )
9.2 CBRNe incident response exercises. 9 10 B @
93 To effectlvely perform tabletop 9 10 _ @
exercises.
To understand the basic legal and
10.1 |ethical considerations on CBRNe 10 10 - @ @
response.
To understand the need for review
11.1 |and improvement of the system after 11 10° -- @ @
an CBRNe incident.
e o =
TRAINEE a : p4 "“ TH | &
TOTAL CLASSROOM TIME REQUIRED FOR 230 | 440 230 200 215 215
HOTHREAT TRAINING (MINUTES)

Figure 10. HOTHREAT modular training curriculum

Images: Flaticon.com
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Instructional materials support learning activities. Such items include instructor lesson plans,
interactive courseware such as a handbook, presentations, and computer-based training and
testing materials.

Instructional materials are freely available on the HOTHREAT website: hothreat.eu

4.1. Instructional materials languages.

Learning materials written in one's native language offer many benefits that significantly
enhance the educational experience. The intrinsic connection between an individual and their
mother tongue forms the basis for efficient learning, comprehension, and retention of
information. This bond fosters a deeper understanding of complex concepts, paving the way
for academic success and personal development.

— m Firstly, learning in one's native language provides a sense of
Py familiarity and comfort. It eliminates linguistic barriers,
allowing learners to grasp ideas effortlessly, thereby boosting
‘ their confidence and motivation. The language's nuances,
0 / idioms, and cultural references embedded in the material
resonate more profoundly, facilitating a smoother
absorption of knowledge. This connection aids in building a

Image: Flaticon.com solid foundation for further exploration and critical thinking.

Moreover, utilizing native language materials promotes effective communication and
expression. Learners can articulate their thoughts and ideas more fluently, enabling
meaningful interactions with teachers and peers. This facilitates a conducive learning
environment, fostering collaboration and participation, ultimately enhancing overall
comprehension and engagement.

HOTHREAT training instructional materials are delivered in English, organizations that
require HOTHREAT instructional materials in other languages are free to translate them,
however they are responsible for the translation works and the quality of them.
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4.2. HOTHREAT handbook.

HOTHREAT handbook involves careful consideration of the content to ensure it effectively
educates and engages the audience. HOTHREAT handbook is based on the learning
objectives previously determined by HOTHREAT curriculum, and contains the lessons
described in Annex 1. Lessons content.”.

Its content is structured and organized to arrange it logically and systematically. Divides it
into sections or chapters, each addressing specific aspects of CBRNe protection at hotels
and conference centers. It uses headers, subheadings, bullet points, and summaries to aid
readability and comprehension.

HOTHREAT handbook uses simple and understandable

language, avoiding jargon or technical terms unless necessary,
and if used, provide clear explanations or a glossary. It makes
complex concepts understandable through examples,
illustrations, or diagrams.

It incorporates visuals such as diagrams, charts, infographics,
and photographs to complement the text. Visual aids can
Image: Flaticon.com significantly enhance understanding and retention of
information.

HOTHREAT handbook includes exercises, quizzes, or interactive elements to reinforce
learning. Practical exercises or activities allow readers to apply the knowledge they've gained,
making the learning process more engaging and memorable.

It uses consistent formatting and design, maintaining a consistent format throughout the
handbook. It uses a visually appealing design with a readable font, appropriate font size, and
consistent formatting for headings, subheadings, and text.

It includes a list of references, recommended readings, or additional resources for readers
who wish to delve deeper into the subject. This supports continuous learning and exploration
beyond the handbook.

HOTHREAT handbook is accessible to a diverse audience by considering different learning
styles, languages, and potential barriers. It is made inclusive and welcoming to learners of
varying backgrounds and abilities.
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4.3. HOTHREAT presentations.

These presentations are instructional specifications for
use by the instructor during training preparation and
delivery. They outline the specific training steps described
in the HOTHREAT training curriculum.

Creating presentations for training purposes that outline
specific steps in a training development plan requires
careful planning and execution to ensure effectiveness.
HOTHREAT presentations are based on the learning
objectives previously established in HOTHREAT curriculum
and contain the key points of the lessons described in
Annex 1. Lessons content.”.

|l

Image: Flaticon.com

HOTHREAT presentations organize the content logically, use a clear structure that aligns
with the sequence of steps in the training curriculum, breaking down the content into modules
or sections, each covering a distinct aspect of the training.

They create visually appealing slides using a consistent design and use professional
templates, clear fonts, and appropriate colours. They incorporate visuals like diagrams,
charts, images, and videos to illustrate key points or steps.

HOTHREAT presentations ensure the content on each slide is clear, concise, and easily
understandable. Avoid cluttered slides and use bullet points or numbered lists to present
step-by-step instructions or key concepts. They emphasize important information, such as
critical steps or key takeaways, using bold text, colours, or icons. This helps trainees focus
on essential points during the presentation.

The presentations include interactive elements like quizzes, polls, or discussion points to
engage participants. They encourage questions and discussions to foster active participation
and enhance learning.

They use real-life examples, case studies, or scenarios relevant to the training steps.
This practical application helps participants understand how to apply the training in their roles.
The presentations incorporate demonstrations or simulations if applicable to showcase
practical aspects of the training steps. This hands-on approach enhances comprehension
and retention.

They should contain the required notes for the instructor to practice delivering the
presentation to ensure smooth delivery, facilitating the instructor’s rehearsal of timings,
transitions between slides, and interactions with the audience to maintain engagement.

Flexibility and Adaptability: trainers/instructors shall be prepared to adapt the
presentation based on the trainees' feedback or level of understanding, as well as to be
flexible to accommodate questions or address specific needs during the training.
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4.4. HOTHREAT scenarios for tabletop and real-life exercises.

Based on the identified vulnerabilities and the knowledge gathered during the tasks
performed for WP2 of HOTHREAT project, a series of scenarios for tabletop and real-life
exercises will be use in HOTHREAT training.

o Tabletop exercise.

A tabletop exercise (TTX) is a simulation-based training
technique that involves participants discussing and walking
through a hypothetical scenario in a facilitated, interactive

‘ manner. HOTHREAT scenarios are proposed as a tool to
assess and enhance hotels and conference centers’
readiness and response to various CBRNe incidents,
emergencies, or crises.

dll

Image: Flaticon.com

The HOTHREAT scenarios performed during the training are intended to present
participants with realistic scenarios relevant to their roles or responsibilities within an
organization. The aim of TTX is that participants gather around a table (or virtually) to discuss
and analyse the hypothetical situation. They collaborate, share insights, and propose
strategies to manage the situation, all facilitated by a moderator.

Unlike full-scale exercises, TTX do not involve actual movement of people or resources. It's
a discussion-based exercise that focuses on decision-making, communication, and
coordination among participants. They provide cost effective and a low-stakes
environment for learning. Participants can experiment with different responses, explore
potential consequences, and learn from mistakes without real-world implications.

HOTHREAT proposed scenarios are a tool for a risk-free learning environment that allows
participants to practice response procedures in a controlled setting without the real-world
pressure. It helps build confidence and competence in handling crises, and helps staff and
responders familiarize themselves with potential CBRNe threats, protocols, and response
procedures, fostering a more effective response in real emergencies.

They are intended to facilitate the identification of gaps and weaknesses through
scenario discussions and facilitate improvement in their security and emergency plans or
procedures. By engaging in HOTRHREAT TTX, hotels and conference centers can anticipate
potential risks and devise strategies to mitigate them, thereby minimizing the impact of
CBRNe incidents on guests, staff, and property. After conducting a tabletop exercise,
organizations can analyse feedback, identify lessons learned, and refine their CBRNE
response plans and training programs, fostering continuous improvement.

HOTHREAT TTX scenarios encourages collaboration among different departments at
hotels and conference centers. It helps improve communication protocols, ensuring everyone
understands their roles and responsibilities during a CBRNe incident. In the same line they
are intended to foster teamwork and a shared understanding among participants,
strengthening their ability to work together during actual emergencies.
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Hotels and conference centers typically involve multiple stakeholders (hotel staff, security
personnel, emergency responders, local authorities). HOTHREAT tabletop proposed
scenarios provide an opportunity for these various entities to collaborate, improving
communication and coordination during emergencies.

In summary, tabletop exercises tailored to CBRNe protection at hotels and conference
centers serve as essential training tools that help enhance preparedness, test response
plans, foster collaboration among stakeholders, and enable continuous improvement in
response capabilities for handling CBRNe incidents in these specific settings.

HOTHREAT scenarios performed during the project are only a limited and general sample
of all those possible scenarios that can be useful to train CBRNe protection at hotels and
conference centers. To facilitate HOTHREAT instructors/trainers to elaborate their own
tabletop scenarios, that are better suited to their own venue and training needs, Annex 2.
Considerations to elaborate scenarios for tabletop exercises.”, describe some tips on
how to effectively elaborate scenarios for TTX..

e« Real-life exercises.

When crafting scenarios for real-life exercises as
opposed to tabletop exercises, several key
differences should be considered to ensure the
scenarios are appropriate for live, hands-on training ' '
in CBRNe protection at hotels and conference
centers:
Image: Flaticon.com

Physical Realism:

Emphasize physical realism by incorporating actual props, simulated hazards (using safe
substitutes), and realistic environmental conditions to create an immersive experience.

Active Participation:

Engage participants in active roles, requiring them to perform tasks, implement response
procedures, and physically handle equipment (decontamination, protective gear) as they
would in a real emergency.

Dynamic Environment:

Consider the dynamic nature of real emergencies by allowing scenarios to evolve in real-
time, introducing unpredictability, and requiring real decision-making under stress.

Use of Resources:

Incorporate the actual utilization of resources, including emergency equipment, initial
decontamination options, medical supplies, and evacuation procedures, to test their
functionality and availability.

Safety Protocols and Oversight:

Page 32 of 77



Modular Training Curriculum

|I-IOTHREAT

CBRN |

Prioritize safety protocols, ensuring participants are aware of safety measures and
supervised by trained professionals to prevent any risks associated with live actions.

Potential Disruptions:

Anticipate potential disruptions to regular operations during the exercise. Coordinate with
relevant authorities, communicate with guests or attendees, and mitigate any impacts on the
surroundings.

Debriefing and Evaluation:

Plan for a thorough post-exercise debriefing session to discuss the hands-on experience,
gather feedback, and identify strengths and weaknesses. Evaluate performance in a more
dynamic setting.

Emergency Services Integration:

If possible, involve emergency services and response agencies in a more hands-on capacity,
allowing them to participate actively in the exercise and test their coordination with hotel staff
and other stakeholders.

Logistics and Planning:

Address logistical challenges associated with live exercises, such as coordinating schedules,
securing permits or permissions, and ensuring adequate resources and personnel are
available.

Documentation and After-Action Review:

Collect comprehensive documentation of the exercise, including video recordings or
photographs, to facilitate an in-depth after-action review. Use this information for further
analysis and improvement.

Real-life exercises performed during the project aim to provide a more immersive and realistic
experience, allowing participants to practice skills and response procedures in a setting that
closely mimics an actual emergency. However, they require meticulous planning, adherence
to safety protocols, and coordination among multiple stakeholders to ensure a safe and
effective training environment.
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4.5. HOTHREAT posters.

HOTHREAT posters provide a visual means of communication, making complex
information more accessible and engaging. Visuals help reinforce key concepts and improve
information retention. They serve as quick reference guides, offering a concise overview of
essential information. Staff can easily refer to the poster for protocols, response procedures,
and safety measures. Visual reinforcement can contribute to a culture of preparedness.

Image: Flaticon.com

HOTHREAT posters can be distributed widely and serve as a long-term resource
without recurring costs, complement training sessions by reinforcing key points covered
during formal training. They act as visual aids that support learning and retention.
HOTHREAT posters should be strategically placed in common areas, such as break rooms
or staff entrances, to maximize visibility and accessibility for all staff members.

HOTHREAT posters, as a part of HOTHREAT training, are provided to enhance the overall
effectiveness of CBRNe protection training at hotels and conference centers.
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4.6. HOTHREAT training certificate.

Successful completion and recognition of HOTHREAT training instil a sense of
accomplishment, boosting morale and confidence among staff members. Knowing that their
efforts are valued contributes to a positive workplace atmosphere.

Recognition and rewards demonstrate organizational appreciation for the importance of
CBRN protection training. Staff members feel valued and recognized for their role in
maintaining a safe and secure environment within hotels and conference centers.

 ngp—

Image: Flaticon.com

Certificates and recognition received for completing CBRNe protection training contribute to
staff members' professional development. It can be added to their resumes and portfolios,
showcasing their commitment to ongoing learning and skills enhancement.

Offering recognition, rewards, or certificates upon successful completion of CBRNe training
is a strategic investment in staff motivation, engagement, and excellence. By acknowledging
their efforts, organizations create a positive and high-performing culture that prioritizes the
safety and preparedness of staff in the face of potential CBRNe incidents. This approach not
only benefits individual staff members but also contributes to the overall resilience and
security of hotels and conference centers.

Annex 3 offers considerations to be used by hotels and conference centers to elaborate
training certificates as a recognition that acknowledge the time, effort, and commitment
staff invest in completing HOTHREAT training. It validates their dedication to enhancing their
skills and knowledge for the safety and well-being of themselves and others.
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To perform the HOTREAT training, hotel managers must be aware that to provide effective
training requires planning and resources. The preparation and qualification of the instructor,
the times in which alumni will dedicate to training instead of performing their usual job, to
come by with printed learning materials, or to provide a classroom with the necessary
equipment to impart training, are some aspects thar require planning and resources.

5.1. Training planification by hotel managers.
Some issues to consider by hotel managers to plan an effective HOTHREAT training are:

Training Needs Assessment:

HOTHREAT TRAINING curriculum describes the

knowledge that hotel staff must have to increase

awareness and CBRNe protection. The HOTHREAT lm
curriculum should be compared with the actual knowledge

of the staff before carrying out the training. Hotel

management should ask the questions about specific skills,
knowledge, or competencies that their staff requires to

perform their roles effectively, to understand areas where

training is most needed. Image: Flaticon.com

Clear Learning Objectives:

In the same line, hotel management should define clear and specific learning objectives for
the training. What do you want your staff to achieve or be able to do after completing the
HOTHREAT training?

Tailored Training Programs:

Design a training program to meet the unique needs and roles of your staff members. For
instance, select the required modules of the HOTHREAT training curriculum that are needed,
and select the audience groups for the training.

Training Delivery Methods:

Hotel managers should decide on the training methods to use, such as presentations in a
classroom, tabletop exercises, real live exercises, or a combination of them.

Select Instructor/trainer Team.

Name the instructor team considering the characteristics previously mentioned in section
number 4.1.

Time and Scheduling:

Plan training sessions at times that minimize disruptions to daily operations. Consider staff
availability and schedule sessions accordingly.

Page 36 of 77



Modular Training Curriculum

|I-IOTHREAT

CBRN |

Budget and Resource Allocation:

Allocate appropriate resources, including budget, time, and manpower, to ensure the
successful implementation of the HOTHREAT training program.

Engagement and Interaction:

Ensure the training sessions are interactive and engaging to maintain staff interest and
participation. Incorporate group discussions, case studies, role-playing, or team activities.

Relevance to Real Work Scenarios:

Make the training content relevant to their daily work responsibilities. Use practical examples
or scenarios that align with their job roles for better comprehension.

Accessible Resources and Materials:

HOTHREAT instructional material provide easy access to training materials, resources, and
tools necessary for learning. Ensure the availability of this materials, and consider other
relevant documents, guides, or equipment that could be useful for the training at your specific
venue.

Continuous Learning Culture:

Foster a culture of continuous learning by encouraging staff to pursue ongoing professional
development. For instance, offer opportunities for additional training or certifications.

Feedback and Evaluation:

Gather feedback from staff regarding the training content, delivery, and effectiveness.
Evaluate the impact of the training on their performance and job satisfaction.

Support and Follow-Up:

Offer support and guidance post-training to help employees apply newly acquired skills or
knowledge effectively in their roles. Provide follow-up sessions or coaching if needed.

Flexibility and Adaptability:

Be flexible and adaptable in your approach. Adjust training plans based on feedback,
changing needs, or emerging trends in your industry.

Leadership Involvement and Support:

Hotel manager should show leadership support for training initiatives. Their active
involvement and endorsement can significantly influence staff participation and commitment
to learning.

By considering these factors, you can design and implement training programs that effectively
enhance the skills, knowledge, and performance of your staff, contributing to their
professional growth and the overall success of your organization.

Page 37 of 77



|I-IOTH REAT

Modular Training Curriculum CBRN |

5.2. Instructors team preparation.

HOTHREAT handbook is the main tool for the internal trainer team to prepare themselves.
The instructor team should plan the time needed to learn the content of the handbook before
imparting the HOTHREAT training to the hotel staff.

In addition, the instructor team needs to familiarize with the HOTHREAT presentations that
will be used during the classroom training and verify if those are well suited to be used for
the specific venue, or some modifications or improvements are needed.

HOTREAT emergency management application, HOTHREAT augmented reality
system, and HOTHREAT scenarios for tabletop and real-life exercises should be also
understood by the instructor team, in order to effectively teach HOTHREAT training.

Some tips to consider by the instructor team to prepare themselves and as well the
training sessions are:

Gain Expertise and Stay Updated:

Maintain a deep understanding of CBRNe threats, response protocols, equipment, and
emerging trends. Stay updated with the latest information, technologies, and best practices
in CBRNe protection.

Understand Audience Needs:

Know your audience: their roles, knowledge level, and learning styles. Tailor the training
content to their specific needs, ensuring relevance and engagement.

Plan Engaging Training Materials:

While HOTHREAT instructional materials are a great
tool to perform an effective training, consider
developing other clear, concise, and visually engaging
training materials that could improve o support the
training at your specific venue.

Establish Clear Learning Objectives:

Define clear learning objectives aligned with the
HOTHREAT curriculum purpose. Communicate these Image: Flaticon.com
objectives to participants to provide focus and

Create Realistic Scenarios:

Develop realistic and challenging scenarios that simulate various CBRNE incidents.
Encourage critical thinking and decision-making under pressure. HOTHREAT scenarios are
based on key vulnerabilities found during HOTHREAT project. They should be adapted and
improved to your specifical venue.

Incorporate Practical Exercises:

Include hands-on practical exercises to allow participants to apply theoretical knowledge.
Conduct drills or simulations to practice response procedures.
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Focus on Safety Measures:

Emphasize safety protocols and precautions throughout the training. Ensure participants
understand the importance of safety when dealing with CBRNe incidents.

Encourage Active Participation:

Foster engagement through discussions, group activities, and "Question and Answer."
sessions. Encourage active participation to enhance learning and retention.

Demonstrate Equipment and Procedures:

If possible, provide hands-on demonstrations of CBRNe-related equipment, initial
decontamination procedures, and protective gear. Allow participants to familiarize
themselves with these tools.

Facilitate Discussions and Debriefings:

Encourage open discussions after exercises or scenarios. Conduct debriefings to analyse
performance, identify strengths, and areas for improvement.

Be Approachable and Supportive:

Foster a supportive learning environment. Be approachable, encourage questions, and
provide guidance to participants throughout the training.

Evaluate and Seek Feedback:

Assess participants' understanding through quizzes, assessments, or skill demonstrations.
Gather feedback to improve future training sessions.

Continuously Improve:

Reflect on training outcomes and lessons learned. Continuously update and refine training
materials and methods based on feedback and evolving threats.

Prepare for Unexpected Situations:

Anticipate potential challenges or unexpected questions. Be flexible in adapting to
unforeseen circumstances during the training.

By following these tips, an instructor can effectively prepare and deliver HOTHREAT training,
ensuring that participants gain valuable knowledge, skills, and confidence to respond
efficiently to CBRNe incidents.
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5.3. Classroom training sessions.

To perform the classroom training sessions, the instructor team and the hotel manager should
consider the following aspects:

Classroom Size:

Adequate Space: Ensure the classroom space is sufficient to
accommodate participants comfortably without overcrowding.
Allow for easy movement and engagement during hands-on

activities or simulations
Arrangement: Set up the classroom in a way that allows all ,
participants to see the instructor and training materials clearly. ' ' ' '
Consider a layout that promotes interaction and discussion. Image: Flaticon.com

Space for Practical Activities: Ensure the availability of sufficient space or designated areas
within or adjacent to the classroom for hands-on practical exercises or simulations.

Number of Participants:

Manageable Group Size: Limit the number of participants per session to facilitate better
interaction, engagement, and individual attention. Smaller groups can enhance participation
and practical exercises.

Multiple Sessions: If the number of participants is large, consider conducting multiple
sessions to maintain a manageable group size while ensuring everyone receives adequate
training.

Equipment and Resources:

Audio-Visual Equipment: Ensure the availability and functionality of audio-visual equipment
for HOTHREAT presentations, and multimedia materials.

Training Tools: if possible and suitable, provide necessary training tools and equipment, such
as initial decontamination supplies, protective gear, detection devices, and simulation tools
for practical demonstrations or hands-on exercises.

Access to References: if possible, provide access to HOTHREAT instructional materials,
charts, and posters related to CBRNe threats, response protocols, and safety measures
within the classroom for quick reference.
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5.4. Tabletop exercises.

Creating a table-top exercise (TTX) to support learning related to CBRNe (Chemical,
Biological, Radiological, Nuclear, and Explosive) protection at hotels and conference centers
involves careful planning, scenario development, and execution. HOTHREAT scenarios are
a tool to facilitate training, to adapt those scenarios at your specific venue. The following a
step-by-step guide helps the instructor to prepare such an exercise:

Identify Objectives and Participants:

Determine the learning objectives of the exercise. What specific skills or knowledge do you
want participants to gain?

Identify the participants: target/audience group.
Conduct a Risk Assessment:

Evaluate potential CBRNe threats specific to your hotel and conference center. Consider the
layout, size, location, and potential vulnerabilities of your venue.

Develop a Scenario:

Craft a realistic scenario that reflects a CBRNe incident
(e.g., suspicious package, chemical spill, biological threat)
occurring at a hotel or conference center. Make it
challenging but achievable.

Consider involving multiple CBRNe threats or phases to
test various response protocols.

w

Assess the response capabilities and resources available
in these settings.

Image: Flaticon.com

Define Exercise Objectives and Evaluation Criteria:
Clearly outline the specific objectives participants should achieve during the exercise.

Establish evaluation criteria to measure the effectiveness of the responses, such as
timeliness, communication, coordination, and adherence to established protocols.

Create Exercise Materials:

Prepare all necessary materials, including briefing documents, maps or floor plans, simulated
media reports, and any other relevant resources to simulate the scenario realistically.

Facilitate the Table-Top Exercise:

Set up the exercise environment, ensuring that participants have access to all required
materials and resources.

Conduct a briefing to explain the scenario, objectives, and rules of engagement.

Facilitate the simulation, guiding participants through the scenario and ensuring they follow
established protocols.
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Encourage Active Participation:

Encourage active participation from all involved parties. Promote open communication,
collaboration, and decision-making throughout the exercise.

Inject new developments or challenges into the scenario to test adaptability and critical
thinking.

Debrief and Evaluate:

After the exercise, conduct a thorough debriefing session. Review what went well and what
could be improved.

Gather feedback from participants and observers to assess the exercise's effectiveness in
meeting the learning objectives.

Use this feedback to refine protocols, training, and response strategies for future incidents.
Document Lessons Learned:

Document key takeaways, lessons learned, and areas for improvement from the exercise.
This documentation is valuable for refining emergency response plans and training programs.

Follow-Up and Continuous Improvement:

Implement changes based on the exercise findings and continuously update protocols,
training materials, and response plans.

Schedule regular exercises to maintain readiness and ensure that staff are well-prepared to
handle CBRNe incidents effectively.

Remember, the ultimate goal of a table-top exercise is to enhance preparedness, test
response capabilities, and improve coordination among different stakeholders in handling
CBRNe incidents. Adapt the exercise to suit the specific needs and characteristics of hotels
and conference centers while ensuring a safe and controlled learning environment.
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5.5. Real-live exercises.

Real-life CBRNe exercises are crucial for preparing hotel and conference center staff to
respond effectively to potential threats. These exercises simulate real scenarios, allowing
participants to practice response procedures in a controlled environment. HOTHREAT
scenarios are a tool to facilitate training. The following a step-by-step guide helps the
instructor to prepare such an exercise and to adapt them for their hotel and conference
center:

Clear Objectives and Goals:

Define clear objectives for the exercise. Outline what participants should achieve or learn
from the simulation, focusing on response efficacy, communication, and safety.

Coordination and Communication:

Involve emergency services and response agencies in a more hands-on capacity, allowing
them to participate actively in the exercise and test their coordination with hotel staff and
other stakeholders.

Coordinate with relevant authorities, emergency responders, and local law enforcement for
support and participation in the exercise.

Establish clear communication protocols among staff, emergency responders, and
management during the exercise.

Participant Briefing and Preparation:

Conduct a comprehensive briefing session to familiarize participants with the exercise
objectives, scenario details, their roles, and safety protocols.

Provide necessary training or refresher sessions on response procedures, use of equipment,
and safety measures.

Logistics and Planning:

Address logistical challenges associated with live exercises, such as coordinating schedules,
securing permits or permissions, and ensuring adequate resources and personnel are
available.

Simulation Execution:

Execute the simulated CBRNe scenario in a controlled manner. Ensure realism without
causing panic, emphasizing safety throughout the exercise.

Incorporate the use of appropriate props, simulated hazards (using safe substitutes), and
scenario progression to challenge participants' responses.

Observation, Evaluation, and Debriefing:
Observe participants' actions, decision-making, and communication throughout the exercise.

Conduct a comprehensive debriefing session post-exercise, involving participants and
relevant stakeholders.
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Review what worked well, areas for improvement, and gather feedback to enhance future
preparedness.

Imaae: Flaticon.com

Documentation and After-Action Review:

Document the exercise, including observations, lessons learned, challenges faced, and
recommendations for improvement.

Conduct an after-action review involving stakeholders to analyse the exercise's effectiveness
and identify opportunities for refinement.

Real-life CBRNe exercises are vital for enhancing staff readiness and response capabilities
in hotels and conference centers. Through meticulous planning, realistic simulations,
thorough evaluation, and continuous improvement, these exercises contribute significantly to
the safety and preparedness of staff in handling CBRNe incidents.
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5.6. Factors that influence learning.

Several factors can influence learning, and motivation for learning, among staff at a hotel and
conference center receiving HOTHREAT training. Understanding these factors can
significantly impact the effectiveness of the training program:

-

Image: Flaticon.com

Relevance to Job Roles:

Staff are motivated to learn when they perceive the training as directly relevant to their roles,
understanding how CBRNe training enhances their ability to handle emergencies in the
workplace.

Personal Relevance and Safety:

Training that emphasizes personal safety and how the knowledge gained can protect
themselves, colleagues, and guests can significantly motivate staff to engage in learning.

Supportive Learning Environment:

When staff perceive management's support and commitment to their training, it boosts
motivation and encourages active participation.

Engaging Training Delivery:

Engaging and interactive training sessions with hands-on activities, discussions, and
simulations can enhance motivation by making the learning process more stimulating and
practical.

Clear Learning Objectives:

When staff clearly understand the learning objectives and how achieving these objectives will
benefit them and the organization, motivation to learn increases.

Recognition and Rewards:

Offering recognition, rewards, or certificates upon successful completion of training can
motivate staff to actively participate and excel in HOTHREAT training.

Supportive Organizational Culture:

A positive and supportive organizational culture that values learning, safety, and continuous
improvement can foster a motivation for staff to engage in training initiatives.
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Practical Application:

Training that offers practical knowledge applicable to real-life scenarios encountered in the
hotel and conference center setting motivates staff by demonstrating the immediate
relevance of the learning.

Opportunities for Growth:

Career Development: Demonstrating how the training contributes to personal and career
growth can be a strong motivator for staff to actively participate and excel in learning.

Communication and Engagement:

Clear communication regarding the importance of CBRNe training, its impact, and ongoing
engagement through regular updates can sustain motivation.

Support and Follow-Up:

Offering support, resources, and follow-up sessions after training can reinforce learning,
sustain motivation, and address any lingering questions or concerns.

Psychological Factors:

Creating an environment where staff feel competent in handling CBRNe incidents and have
autonomy in their learning process can enhance motivation.

By considering and addressing these factors, trainers and management can foster a
conducive learning environment and boost motivation among staff undergoing CBRNe
training at hotels and conference centers. This, in turn, can lead to more effective training
outcomes and better preparedness in handling potential emergencies.
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The evaluation and improvement phase within the Systematic Approach to Training (SAT) is
a critical component that focuses on assessing training outcomes, gathering feedback, and
utilizing this information to enhance future training initiatives. This phase acknowledges the
importance of ongoing evaluation to continuously improve training programs.

Image: Flaticon.com
The evaluation phase begins by assessing the effectiveness of the training program in
meeting its defined objectives and goals. This involves measuring the learning outcomes,
skill acquisition, and knowledge retention achieved by participants.

Various methods such as surveys, assessments, performance evaluations, observations,
and participant feedback are employed to collect data on training effectiveness. This
feedback aims to gather insights from participants, trainers, and stakeholders.

Collected data is analysed and interpreted to identify strengths, weaknesses, areas for
improvement, and opportunities for enhancement in the training program. Based on the
analysis, specific strategies and action plans are devised to address shortcomings or areas
requiring enhancement in future training iterations. This could include modifications to
content, delivery methods, resources, or training materials.

Recommendations from the evaluation phase are implemented to refine and improve the
training program. These changes may involve adjustments to curriculum, instructional
techniques, assessment methods, or resources used in training delivery.

The SAT model emphasizes an iterative process of continuous improvement. Feedback,
evaluation, and subsequent improvements form a cyclical process that aims to progressively
enhance the effectiveness and relevance of training programs.
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6.1. Formal trainee evaluation.

Evaluating trainees after they have received training is an essential step to measure the
effectiveness of the training program and the trainees' learning outcomes. Here is a guide to
perform an effective trainee evaluation.

E

Image: Flaticon.com

Define Evaluation Criteria and Metrics

Establish Clear Objectives: Define the specific learning objectives and outcomes that were
expected from the training. HOTHREAT training has clear objectives as described in the
curriculum. HOTHREAT presentations include questions to help evaluate trainee learning.

Identify Evaluation Criteria: Determine the criteria to evaluate trainees, such as knowledge
acquisition, skill development, behaviour change, or application of learning. Tabletop and
real-life exercises are a very well-suited tool to evaluate de effectiveness of HOTHREAT
training.

Select Evaluation Methods

Choose Assessment Tools: Select appropriate evaluation methods aligned with the
established criteria, such as written tests, practical assessments, observations, or
performance reviews.

Consider Feedback Surveys: Use feedback surveys or questionnaires to gather trainee
perceptions about the training content, delivery, and overall experience.

Administer Evaluations

Conduct Assessments: Administer evaluations, tests, or assessments to gauge trainees'
understanding, competence, or application of learned sKills.

Collect Feedback: Encourage trainees to provide honest feedback about their learning
experience, challenges faced, and areas where they feel more support is needed.

Analyse Evaluation Data

Review Results: Analyse the collected evaluation data objectively to assess trainees'
performance against the predefined criteria.

Identify Strengths and Weaknesses: Identify areas where trainees excelled and areas that
may require improvement or further support.

Provide Constructive Feedback
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Share Assessment Findings: Provide trainees with feedback based on evaluation results,
emphasizing both their strengths and areas needing improvement.

Offer Guidance: Offer guidance on areas for improvement and provide resources or support
to help trainees address identified weaknesses.

Document and Report

Document Results: Maintain records of evaluation outcomes, feedback, and any action plans
devised for improvement.

Generate Evaluation Reports: Create formal evaluation reports summarizing trainees'
performance and any recommendations for future training enhancements.

Implement Improvements

Utilize Evaluation Findings: Use the evaluation findings to improve future training programs.
Make necessary adjustments to training content, delivery methods, or resources based on
identified gaps.
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6.2. Evaluation of the content and delivery of the training.

All course content and instructional strategies, methodologies, and activities, including
trainee evaluations, are to be monitored and assessed so that corrective actions can be taken
if necessary. Sources of feedback include the trainees, the instructors, the support staff and
the responsible managers and supervisors. Evaluating both the content and delivery of
training is crucial to ensure its effectiveness and relevance to the learning objectives. Here's
some advice on how to evaluate both aspects:

Image: Flaticon.com

Evaluating Training Content:

Alignment with Objectives: Ensure that the training content aligns closely with the predefined
learning objectives. Assess if the content covers the necessary knowledge, skills, and
competencies expected from the training.

Relevance and Appropriateness: Evaluate the relevance of the content to the trainees' roles
and the organization's needs. Assess if the content is current, accurate, and applicable to
real-world scenarios.

Clarity and Comprehensibility: Measure the clarity of the content. Assess if it is presented in
a clear and understandable manner, avoiding jargon or overly complex language that might
hinder comprehension.

Engagement and Interactivity: Review the level of engagement the content offers. Consider
whether it incorporates interactive elements, such as case studies, activities, simulations, or
multimedia resources to enhance learning.

Assessment of Learning Materials: Evaluate the quality and effectiveness of learning
materials, including handouts, presentations, videos, or online resources used in the training.

Evaluating Training Delivery:

Instructional Methods: Assess the variety and suitability of instructional methods used by
instructors. Consider if diverse methods like lectures, discussions, hands-on activities, or
demonstrations were effectively employed.

Instructor Competence: Evaluate the competence of instructors in delivering the content.
Assess their subject matter expertise, communication skills, responsiveness to questions,
and ability to facilitate discussions.
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Engagement and Interaction: Measure the level of participant engagement and interaction
during the training sessions. Evaluate if the instructors encouraged participation, discussions,
and addressed trainees' queries effectively.

Time Management and Pace: Review the pacing of the training sessions. Assess if the
training was delivered within the allocated time frame and if the pace was conducive to
effective learning.

Adaptability and Flexibility: Assess the instructor's adaptability to the trainees' needs and
learning styles. Evaluate if they adjusted their approach or explanations based on the
audience's comprehension and engagement levels.

Use of Feedback Mechanisms:

Determine if the instructors effectively utilized feedback mechanisms during the training to
assess trainee understanding and address any immediate concerns or questions.

Trainee Feedback: Gather feedback directly from trainees using surveys, questionnaires, or
feedback forms to assess their perception of the content and delivery methods.

Instructor Self-Evaluation: Encourage instructors to self-assess their performance and seek
feedback from peers or supervisors to identify areas for improvement.

Manager and Supervisor Input: Seek input from responsible managers or supervisors who
have observed the training sessions to gather a broader perspective on content delivery and
its impact on trainees' performance.

Support Staff and Administrative Feedback: Consider feedback from support staff involved in
organizing or facilitating the training to understand logistical aspects or potential challenges
that could affect training delivery.

Actionable Steps for Improvement:

Analysis and Reflection: Analyse all feedback collected and identify common themes,
strengths, weaknesses, and areas needing improvement in both content and delivery.

Create an Improvement Plan: Develop a detailed plan outlining specific actions and strategies
to address identified weaknesses or areas of improvement.

Implementation and Monitoring: Implement the improvement plan and monitor its
effectiveness. Track changes made to content or delivery methods and assess their impact
on subsequent training sessions.

Continuous lteration: Continuously iterate and refine the training content and delivery based
on ongoing feedback and evaluation. Regularly update materials and instructional methods
to enhance effectiveness.

By using diverse feedback sources and focusing on specific aspects of content and delivery,
organizations can gain valuable insights to improve their training programs continually. This
iterative process supports the creation of more effective and engaging training experiences
for the trainees.
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6.3. Evaluation of training effectiveness.

Evaluating the effectiveness of HOTHREAT training for hotels and conference centers
involves assessing various aspects to determine the impact of the training on preparedness,
response capabilities, and overall safety measures. Here's a guide on how to assess the
effectiveness evaluation of CBRNe training in hotels and conference centers:

Image: Flaticon.com

Establish Evaluation Criteria and Objectives

Define Clear Objectives: Outline specific goals and objectives for the CBRNe training
evaluation, such as improved response readiness, staff competency, or enhanced safety
measures, according to the HOTHREAT curriculum.

Establish Evaluation Criteria: Identify measurable criteria that reflect the effectiveness of the
training, considering factors like knowledge retention, skill application, incident response
efficiency, or staff confidence.

Select Assessment Methods and Tools

Pre-and Post-Assessments: Conduct pre-training and post-training assessments to compare
the trainees' knowledge, skills, or attitudes before and after the training.

Observations and Simulations: Use observations during HOTHREAT tabletop and real-life
scenarios to evaluate staff responses, decision-making, communication, and adherence to
protocols.

Feedback Surveys and Questionnaires: Gather trainee feedback on the relevance, clarity,
usefulness, and practicality of the training content and delivery methods.

Gather Data and Feedback

Assessment Results: Collect and analyse previous assessment results including trainee
evaluation, and content and delivery of the training evaluation. Compare pre-training and
post-training data to measure improvements or changes in trainees' knowledge and skills.

Observation Findings: Assess observations and simulation outcomes to identify strengths,
weaknesses, and areas for improvement in response procedures or staff actions.

Analyse and Interpret Results
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Quantitative Analysis: Analyse numerical data from assessments to quantify improvements
or changes in knowledge, skills, or response capabilities.

Qualitative Analysis: Review qualitative feedback and observations to identify patterns,
themes, and qualitative insights into the effectiveness of the training.

Comparison and Trends: Compare pre-training and post-training data, identifying trends,
areas of significant improvement, and areas that may require further attention.

Assessing the effectiveness of CBRNe training for hotels and conference centers involves a
systematic approach of gathering data, analysing results, identifying strengths and
weaknesses, and implementing actionable improvements. Continuous monitoring and
refinement of training programs based on evaluation findings support ongoing preparedness
and response capabilities in handling potential CBRNe incidents effectively.
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6.4. Improvement of HOTHREAT training.

In accordance with the principles of a SAT methodology, inputs

such as new or revised regulatory requirements, engineering

design and equipment changes, operational changes, revised

procedures, modifications, and operating experience feedback

(including facility and industry-wide events) should be regularly fed )
into the appropriate processes through the analysis phase.

After conducting the evaluation of HOTHREAT training [
effectiveness at the venue, the process of improving its
effectiveness involves incorporating feedback, new information,
and experiences into the training program. Some guidance to
enhance the effectiveness of HOTHREAT training following the
evaluation, is described below:

Image: Flaticon.com

Review Evaluation Findings

Assessment Review: Review the findings from the evaluation, identifying strengths,
weaknesses, and areas needing improvement in the training program.

Identify Gaps: Determine specific gaps or deficiencies in the training content, delivery
methods, or response procedures highlighted during the evaluation.

Incorporate Feedback and Insights

Trainee Feedback Integration: Utilize trainee feedback and suggestions gathered during the
evaluation to address areas for improvement, content clarification, or additional training
needs.

Observation Insights: Incorporate observations and insights from simulated scenarios or real
events to update training content with relevant and practical scenarios.

Update Training Materials and Content

Content Revisions: Update training materials, presentations, manuals, and resources to
reflect the latest information, regulatory changes, or industry best practices.

Scenario-Based Learning: Develop new or modify existing scenarios based on operational
changes, industry-wide events, or feedback to provide more relevant and realistic training
experiences.

Enhance Delivery Methods

Instructor Training: Provide additional training or support for instructors to improve their
delivery methods, facilitation skills, and engagement techniques based on evaluation
outcomes.

Interactive Sessions: Enhance interactivity in training sessions through simulations, role-
plays, case studies, or discussions to make learning more engaging and practical.

Integrate Updated Information
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Reqgulatory Updates: Integrate new or revised regulatory requirements into the training
content to ensure compliance and alignment with current standards and protocols.

Operational Changes and Procedures: Update training materials to reflect any operational
changes, revised procedures, or modifications relevant to CBRNe response and safety
measures.

Continuous Improvement Culture

Feedback Mechanisms: Establish a structured feedback system that encourages ongoing
input from trainees, instructors, supervisors, and stakeholders to continuously refine the
training.

Regular Reviews and Updates: Schedule regular reviews of the HOTHREAT training
curriculum to incorporate new information, industry developments, and operational
experiences for continual improvement.

Re-evaluate Effectiveness

Post-Improvement Evaluation: Conduct a follow-up evaluation after implementing changes
to assess the impact of improvements on trainees' knowledge, response capabilities, and
overall effectiveness of the training.

Iterative Process: Use the results from the post-improvement evaluation to further refine and
iterate the training program, maintaining a continuous cycle of improvement.

Improving the effectiveness of CBRNe training at hotels and conference centers involves a
systematic approach of integrating feedback, updating information, refining content and
delivery methods, and fostering a culture of continuous improvement. Regularly reviewing
and updating the training program based on evaluation findings and evolving needs ensures
that the training remains relevant, up-to-date, and effective in preparing staff to handle
CBRNe incidents effectively.
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Lesson
No

Learning
objective

Lessons content

1 Understanding CBRNe Threats.

To understand
CBRNe threats
and their impact

Introduction to CBRNe Threats:

Define CBRNe threats, encompassing Chemical, Biological, Radiological, Nuclear, and Explosive
hazards. Explain the various agents or materials associated with each threat and their potential sources.

Potential Harm to Individuals:

Chemical Agents: Discuss the immediate and severe health effects on individuals exposed to chemical
agents, including nerve agents, blister agents, and choking agents. Highlight symptoms such as
respiratory distress, skin blistering, neurological effects, and potential fatalities.

Biological Agents: Explain the potential for widespread illnesses and infections caused by biological
agents like bacteria, viruses, toxins, and fungi. Discuss symptoms that vary depending on the specific
agent but can include fever, respiratory issues, gastrointestinal problems, and flu-like symptoms.

Radiological and Nuclear Agents. Discuss the acute and long-term health effects resulting from exposure
to radiation and nuclear materials. Explain the risk of radiation sickness, cancer, genetic mutations, and
other severe health complications.

Explosive Agents: Describe the immediate physical injuries, trauma, and fatalities resulting from explosive
incidents. Discuss blast injuries, shrapnel wounds, burns, and the psychological impact on individuals.
Impact on Infrastructure: Discuss the potential damage to critical infrastructure such as buildings,
transportation systems, utilities, and communication networks. Highlight the consequences of structural
damage, disruptions to services, and the economic impact on affected areas.

Consequences:

Discuss how hotels can be susceptible to CBRNe threats due to their open access, large gatherings, and
diverse clientele. Highlight real-life incidents or case studies where hotels have faced CBRNe-related
threats or attacks.

" for hotels and Impact of CBRNe Incidents: Explore the severe consequences of CBRNe incidents in hotels, including
ggz{:;gnce health risks, panic among guests, damage to reputation, and economic losses. Emphasize the
’ importance of proactive preparedness to mitigate these impacts.
Explain the environmental contamination and ecological damage resulting from CBRNe incidents.
Discuss soil, air, and water contamination, long-term environmental degradation, and the impact on
ecosystems and wildlife.
Long-Term and Secondary Effects: Discuss the potential long-term health effects, psychological trauma,
and societal impacts on affected populations.
Explain the challenges in recovery, rehabilitation, and rebuilding after a CBRNe incident.
Historical overview:
Several historical CBRNe incidents have had significant impacts on public spaces, causing widespread
panic, health hazards, infrastructure damage, and long-term consequences. Several examples to discuss
are:
Tokyo Subway Sarin Attack (1995).
Anthrax Attacks in the United States (2001)
Chernobyl Nuclear Disaster (1986)
Bali Bombings (2002 and 2005):
Salisbury Novichok Poisonings (2018):
Mumbai Terror Attacks (2008):
Bangkok Bombings (2015 and 2019):
Basic CBRNe terminology:
Chemical Agent: Any substance intended to cause harm by its chemical properties. Examples include
nerve agents (such as Sarin), blister agents (like Mustard Gas), and choking agents (like Chlorine).
Decontamination: The process of removing or neutralizing contaminants from people, equipment, or the
environment after exposure to hazardous chemicals.
Biohazard: Biological substances or infectious agents that pose a threat to humans, animals, or the
To understand | environment.
1.2 ?asic_: | CBRNe | Pathogen: Microorganisms (such as bacteria, viruses, fungi, or parasites) capable of causing diseases.
erminology.

Zoonotic: Diseases that can be transmitted between animals and humans, such as certain types of
influenza or COVID-19.

Radiation: Energy emitted in the form of particles or electromagnetic waves. lonizing radiation (e.g., X-
rays, gamma rays) can cause damage to cells and DNA. Contamination: The presence of radioactive
substances in or on a surface, object, or person.

Nuclear Fallout: Radioactive particles that descend to the ground after a nuclear explosion or reactor
meltdown.
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Explosive: Improvised Explosive Device (IED): A device constructed and deployed in unconventional
ways, often used by terrorists, insurgents, or criminals to cause harm or damage.

Blast Radius: The area affected by an explosion, including the range of damage caused by the blast
wave.

Personal Protective Equipment (PPE): Protective clothing, masks, respirators, gloves, and equipment
used to safeguard individuals from exposure to hazardous materials during CBRNEe incidents.

Decontamination Procedures:

a. Hot Zone: The area immediately affected by contamination, requiring specialized protective gear and
procedures for entry.

b. Warm Zone: An intermediate area where decontamination procedures begin but with reduced
contamination risks compared to the hot zone.

c. Cold Zone: The safe, uncontaminated area where medical treatment, support, and further
decontamination take place.

Detection and Monitoring: Various devices and instruments used for the detection and monitoring of
CBRNEe agents, including chemical detectors, radiation monitors, and biological sensors.

2 Recognition and Identification: Recognizing CBRNe Agents.

21

To have basic
Knowledge  of
CBRNe agents
and its
recognition.

Introduction to CBRNe Agents:

Define CBRNe: Chemical, Biological, Radiological, Nuclear, and Explosive agents. Explain that each type
of agent presents unique risks, effects, and recognition challenges.

Chemical Agents and Recognition:

Nerve Agents: Discuss examples like Sarin, VX, and Tabun. Recognition: Rapid onset of symptoms
including pinpoint pupils, excessive sweating, nausea, vomiting, convulsions, difficulty breathing, and loss
of consciousness.

Blister Agents: Highlight agents like Mustard Gas and Lewisite. Recognition: Skin blistering, eye irritation,
coughing, shortness of breath, and potential long-term effects on the respiratory system.

Choking Agents: Explain agents like Chlorine and Phosgene. Recognition: Irritation of the eyes, nose,
throat, coughing, chest tightness, difficulty breathing, and potentially fatal lung damage.

Riot Control Agents: Describe CS gas and Pepper Spray. Recognition: Severe eye irritation, burning
sensation in the nose and throat, coughing, chest tightness, and respiratory distress.

Any substance available commercially having toxic, corrosive or irritating properties

Biological Agents and Recognition: Introduce various types of biological agents such as bacteria,
viruses, toxins, and fungi. Recognition: Symptoms may vary based on the specific agent but can include
fever, coughing, difficulty breathing, nausea, vomiting, diarrhoea, rash, and flu-like symptoms. Note that
some biological agents can be asymptomatic for an incubation period.

Radiological Agents and Recognition: Discuss sources of radiation exposure and potential hazards.

Recognition: Notable signs might include skin burns, nausea, vomiting, weakness, dizziness, hair loss,
and, in severe cases, acute radiation syndrome.

Nuclear Agents and Recognition: Explain the distinction between radiological and nuclear threats.
Recognition: Immediate effects may include a blinding flash, heat, shockwave, and prompt effects of
radiation exposure. Long-term effects include radiation sickness and genetic damage.

Explosive Agents and Recognition: Discuss conventional and improvised explosive devices (IEDs).

Recognition: Blast injuries, shrapnel wounds, burns, traumatic amputations, and other physical injuries
consistent with explosive blasts.

Discuss Step 123+ procedure (number of casualties).
Discuss 58 procedure (sigh, signs, symptoms, smells, sounds).

22

To recognize
CBRNe agents.

Introduction to Chemical Agents:

Define chemical agents as substances designed to cause harm through their chemical properties.
Emphasize the importance of recognizing different types of chemical agents and possible routes of
exposure, for effective response in case of exposure.

Classification of Chemical Agents:

Explain the classification of chemical agents into several categories based on their effects and properties.
Highlight the main categories: Nerve Agents, Blister Agents, Choking Agents, and Riot Control Agents.

Nerve Agents: Characteristics: Highly toxic chemicals that disrupt nerve signalling by inhibiting the
enzyme acetylcholinesterase. Typically colourless, odourless, and tasteless, making them difficult to
detect. Examples: Sarin, VX, Tabun, Soman. Effects: Rapid onset of symptoms such as pinpoint pupils,
excessive sweating, nausea, vomiting, convulsions, respiratory distress, and potentially fatal outcomes.

Blister Agents (Vesicants): Characteristics: Cause severe skin, eye, and respiratory tract damage upon
exposure. Often have a distinct odour and may be yellow to brownish in colour. Examples: Mustard Gas
(Sulphur Mustard), Lewisite. Effects: Skin blistering, eye irritation, coughing, shortness of breath, and
potential long-term effects on the respiratory system.

Choking Agents (Pulmonary Agents): Characteristics: Primarily damage the respiratory system upon
inhalation. May have distinct odours, such as chlorine (bleach-like) or phosgene (smell of freshly cut
grass). Examples: Chlorine, Phosgene. Effects: Irritation of eyes, nose, throat, coughing, chest tightness,
difficulty breathing, and potentially fatal lung damage.
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Riot Control Agents: Characteristics: Chemicals used for crowd control purposes. Cause irritation to the
eyes, nose, throat, and skin. Examples: CS (ortho-chlorobenzylidene-malononitrile), Pepper Spray
(Oleoresin Capsicum). Effects: Severe eye irritation, burning sensation in the nose and throat, coughing,
and respiratory distress.

Introduction to Biological Agents:

Define biological agents as infectious substances that can cause iliness or disease in humans, animals,
or plants. Emphasize the potential threat posed by biological agents and the importance of recognizing
them for effective response.

Classification of Biological Agents: Explain the classification of biological agents based on the type of
microorganisms causing the infection. Highlight the main categories: Bacteria, Viruses, Toxins, and
Fungi.

Bacteria: Characteristics: Single-celled microorganisms that can reproduce rapidly. Can produce toxins
harmful to humans. Examples: Anthrax (Bacillus anthracis), Plague (Yersinia pestis), Tularemia
(Francisella tularensis). Effects: Symptoms vary depending on the specific bacteria but can include fever,
coughing, difficulty breathing, nausea, vomiting, and potential organ failure.

Viruses: Characteristics: Submicroscopic infectious agents that replicate inside living cells. Can cause a
wide range of diseases in humans. Examples: Influenza virus, Ebola virus, Smallpox virus (Variola).
Effects: Symptoms vary widely depending on the virus but may include fever, respiratory issues,
gastrointestinal problems, rash, and flu-like symptoms.

Toxins: Characteristics: Poisonous substances produced by living organisms, including bacteria, plants,
and animals. Some toxins can be weaponized for malicious purposes. Examples: Botulinum toxin, Ricin,
Staphylococcal enterotoxin. Effects: Symptoms can range from gastrointestinal distress to neurological
effects, respiratory failure, and death, depending on the toxin and exposure level.

Fungi: Characteristics: Eukaryotic organisms that can cause various infections in humans. Commonly
found in the environment and can cause respiratory or skin infections. Examples: Aspergillus, Candida,
Cryptococcus. Effects: Symptoms may include respiratory issues, skin infections, fever, coughing, and
fatigue, depending on the specific fungal infection.

Introduction to Radiological Agents:

Define radiological agents as substances that emit radiation and can cause harm to living organisms upon
exposure. Explain the potential sources and types of radiological agents.

Classification of Radiological Agents: Explain the classification of radiological agents into two primary
categories: lonizing and Non-ionizing radiation. Focus on the main types within the ionizing radiation
category.

Alpha Particles: Characteristics: Positively charged particles emitted by some radioactive materials.
Limited penetrating power, can be stopped by clothing or skin. Effects: External exposure can cause skin
damage, but internal exposure (ingestion or inhalation) can pose significant health risks, including cancer.

Beta Particles: Characteristics: High-speed electrons emitted from the nucleus of some radioactive
atoms. Penetrate the skin and can cause tissue damage. Effects: External exposure can cause skin
burns, while internal exposure can damage organs and tissues.

Gamma Rays: Characteristics: High-energy electromagnetic waves emitted from radioactive decay.
Highly penetrating and can pass through the body. Effects: Can cause damage to cells, DNA, and tissues,
leading to acute radiation sickness and long-term health effects such as cancer.

Neutrons: Characteristics: Uncharged particles emitted in nuclear reactions or nuclear fission. Highly
penetrating and can cause significant damage to body tissues. Effects: Can induce biological changes,
leading to tissue damage, radiation sickness, and increased cancer risk.

Non-ionizing Radiation: Briefly explain non-ionizing radiation sources such as ultraviolet (UV), visible light,
infrared (IR), microwave, and radiofrequency (RF) radiation. Emphasize that while non-ionizing radiation
is less harmful than ionizing radiation, prolonged exposure can still cause skin burns, eye damage, and
other health issues.

Effects on Human Health:

Discuss the acute and long-term health effects of exposure to ionizing radiation, including radiation
sickness, cancer, genetic mutations, and tissue damage. Explain the importance of dose, duration of
exposure, and shielding in mitigating the health risks associated with radiological agents.

Introduction to Nuclear Agents:

Define nuclear agents as substances or materials associated with nuclear reactions that emit radiation
and pose potential health hazards upon exposure. Explain the sources and types of nuclear agents.

Classification of Nuclear Agents: Explain the classification of nuclear agents into two primary categories:
Fissile and Radioactive materials. Focus on the main types within these categories.

Fissile Materials: a. Uranium: Characteristics: Naturally occurring radioactive metal used as a fuel in
nuclear reactors and weapons. Exists in various isotopes, with Uranium-235 being the fissile isotope.
Effects: When enriched, Uranium-235 can sustain a nuclear chain reaction, leading to the release of
energy in nuclear reactors or bombs. b. Plutonium: Characteristics: Artificially produced radioactive
element used in nuclear weapons and reactors. Exists in various isotopes, with Plutonium-239 being a
key fissile isotope. Effects: Highly fissile and used in nuclear weapons due to its explosive potential.

Radioactive Materials: a. Radioisotopes: Characteristics: Unstable forms of chemical elements that emit
radiation as they decay. Used in various applications, including medicine, industry, and research. Effects:
Exposure to radioactive isotopes can lead to acute radiation sickness, cancer, genetic mutations, and
long-term health effects. b. Nuclear Fallout: Characteristics: Radioactive particles and debris released

Page 58 of 77



Modular Training Curriculum

|I-IOTH REAT

CBRN

into the atmosphere after a nuclear explosion or reactor meltdown. Can spread over large areas and
contaminate the environment. Effects: Contamination of soil, water, and air, leading to health hazards for
living organisms exposed to the fallout.

Effects on Human Health: Discuss the health effects of exposure to nuclear agents, including radiation
sickness, cancer, genetic mutations, tissue damage, and long-term health risks. Explain the importance
of shielding, distance, and time in minimizing exposure risks.

Introduction to Explosive Agents:

Define explosive agents as substances or devices capable of producing a rapid release of energy through
chemical or nuclear reactions. Emphasize the diverse nature of explosive materials and their potential for
causing damage.

Classification of Explosive Agents: Explain the primary categories of explosive agents based on their
properties and mechanisms of detonation. Focus on the main types: Chemical, Nuclear, and
Conventional (TNT, RDX, PETN, etc.).

Chemical Explosives: a. TNT (Trinitrotoluene): Characteristics: Yellow solid explosive used in military and
industrial applications. Relatively stable and resistant to shock or friction. Effects: High explosive power
with a detonation velocity of around 6,900 meters per second. Produces blast waves and shrapnel
causing injuries and structural damage. b. RDX (Cyclotrimethylenetrinitramine): Characteristics: Powerful
military explosive used in grenades, mines, and other munitions. More potent than TNT and commonly
mixed with other materials. Effects: Higher detonation velocity (around 8,750 meters per second) and
greater destructive force. c. PETN (Pentaerythritol Tetranitrate): Characteristics: High-performance
explosive used in military and commercial applications. Highly stable and powerful, requiring a detonator
for initiation. Effects: High detonation velocity (around 8,400 meters per second) and effectiveness in
smaller quantities.

Nuclear Explosives: Briefly explain nuclear explosives, which release energy from nuclear reactions.
Discuss their immense destructive power, primarily used in nuclear weapons.
Conventional Explosives: Explain the wide range of conventional explosives used in everyday

applications. Discuss dynamite, ammonium nitrate/fuel oil mixtures, and other commonly used explosives
in construction, mining, and demolition.

Effects of Explosions: Discuss the effects of explosive blasts, including blast waves, shrapnel, heat, and
structural damage. Explain blast injuries, traumatic amputations, burns, and the psychological impact on
individuals.

Detection and Mitigation: Briefly discuss detection methods and technologies used to identify explosive
materials. Emphasize the importance of mitigation strategies, such as bomb disposal, blast-resistant
structures, and security measures.

3 Hotel &

conference cente

rs protection. Vulnerabilities, risk analysis, security and emergency plans

Importance of CBRNe Preparedness in Hotels: Explain the role of preparedness plans, identifying
vulnerabilities, performing risk assessment, developing a security plan, an emergency/contingency plan,
training, and equipment, in preventing and managing CBRNe incidents. Discuss how a well-prepared
hotel can effectively respond to and contain CBRNe threats, reducing harm and ensuring guest and staff

To understand | safety.
3.1 the need for | Detail the key elements of a comprehensive CBRNe preparedness plan, such as: Staff training for threat
' CBRNe recognition and response protocols. Establishing communication channels and emergency response
preparedness. procedures. Procuring necessary equipment (e.g., detection devices, protective gear). Regular drills and
exercises to test and improve preparedness.
Summarize the key points emphasizing the importance of CBRNe preparedness in hotels for ensuring
safety, security, and resilience against potential threats. Encourage a proactive approach to
preparedness and continuous improvement in security measures.
Discuss how hotels and conference centers may possess several vulnerabilities to CBRNe terrorist
attacks due to their characteristics and the nature of the services they provide:
Open Access and Large Gatherings: Hotels and conference centers often have open access to the public,
making it challenging to monitor everyone entering the premises. Large gatherings and events hosted at
these venues create crowded spaces, making it difficult to detect suspicious behaviour or items.
Limited Security Measures: While hotels and conference centers may have security measures in place,
such as surveillance cameras, security personnel, and access control systems, there might be gaps in
To recognize security coverage, especially in public areas like lobbies, restaurants, and event spaces.
CBRNe Delivery and Supply Chain Vulnerabilities: Hotels regularly receive deliveries of food, supplies, and other
3.2 vulnerabilities at | items, which could potentially be used to conceal or transport hazardous materials or CBRNe substances
’ hotels and | if proper checks and monitoring are not in place.
con{erence Guest Room Accessibility: Guest rooms, often numerous and spread across several floors, present
centers.

challenges in monitoring and securing against unauthorized access. This could facilitate the placement
of harmful substances or devices without immediate detection.

Handling Mail and Packages: Similar to the Anthrax Attacks in 2001, mailrooms or package handling
areas in hotels and conference centers might receive various parcels and letters, posing a risk of receiving
hazardous materials or devices through the mail.

Ventilation and Air Conditioning Systems: CBRNe substances released into the ventilation systems could

potentially spread quickly throughout the entire building, affecting a large number of people before being
detected.
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Limited Training and Preparedness: Staff members might not have adequate training in recognizing
suspicious behaviour or identifying potential CBRNe threats. Inadequate emergency response plans and
lack of regular drills could hinder an effective response in the event of an attack.

High Profile and Symbolic Value: Hotels and conference centers, especially those hosting high-profile
events or frequented by dignitaries, have symbolic value as targets for terrorists aiming to create fear,
cause disruption, and garner widespread attention.

Discuss how low awareness of terrorist threats among hotel staff can critically impact the safety and
security of guests and properties. Without adequate training and awareness, staff may be unable to
recognize potential security threats or respond effectively in emergency situations, potentially putting lives
at risk.

Explain how to mitigate these vulnerabilities, it's crucial for hotels and conference centers to implement
robust security measures, conduct regular risk assessments, provide comprehensive staff training on
threat recognition and response protocols, establish stringent access controls, enhance monitoring
systems, and collaborate closely with law enforcement and relevant authorities to ensure preparedness
against CBRNe threats.

Discuss 4C (HOT) procedures.

Discuss procedures for search operation of suspicious objects.

Discuss procedures for recognition of suspicious behaviour.

3.3

To perform
effective CBRNe
risk analysis for
hotel and
conference
centers

Explain the importance of conducting risk analysis and vulnerability assessments for hotels and
conference centers to mitigate potential CBRNe threats.

Discuss the layout, structure, and daily operations of hotels and conference centers. Identify potential
entry points, public areas, guest rooms, event spaces, mailrooms, ventilation systems, and supply chains
that could be vulnerable to CBRNe threats.

Explain the steps involved in conducting CBRNe risk analysis: Threat Assessment: Identify potential
CBRNe threats relevant to the location and profile of the hotel or conference center. Vulnerability
Assessment: Evaluate weaknesses and vulnerabilities within the facility that could be exploited in a
CBRNe incident. Consequence Analysis: Analyse the potential impact of CBRNe incidents on guests,
staff, infrastructure, and reputation.

Risk Mitigation Strategies: Discuss various mitigation strategies to address identified vulnerabilities,
including enhanced security measures: Access control, surveillance systems, and security personnel
deployment. Mail/package screening protocols and handling procedures. Staff training: Recognizing
suspicious behaviour, emergency response drills, and CBRNe awareness. Ventilation system monitoring
and filtration upgrades. Collaborative partnerships with law enforcement and emergency responders.
Practical Application and Group Exercise: Break the class into groups and provide case studies or
scenarios related to CBRNe threats in hotel and conference center settings. Task each group with
conducting a risk analysis, identifying vulnerabilities, and proposing mitigation strategies.

Encourage discussions and presentations of findings to foster critical thinking and problem-solving skills.
Emphasize the importance of implementing the proposed mitigation strategies and regularly reviewing
and updating the risk analysis.

Evaluate group presentations and discussions based on the thoroughness of risk analysis, effectiveness
of proposed mitigation strategies, and the ability to justify their choices. Assess individual understanding
through quizzes or written assessments on CBRNe risk analysis concepts.

34

To have basic
knowledge  of
CBRNe
detection
equipment.

Explain the significance of rapid and accurate detection in preventing or minimizing the impact of CBRNe
incidents.

Discuss different categories of detection equipment: Chemical Detection: Sensors or analysers for
identifying hazardous chemicals or toxic agents. Biological Detection: Devices for detecting biological
agents like viruses, bacteria, or toxins. Radiological Detection: Instruments used to detect and measure
radioactive materials. Nuclear Detection: Equipment for detecting nuclear materials or radiation sources.
Explosive Detection: Tools designed to identify explosive substances or devices.

Explore the basic operating principles behind CBRNe detection equipment in each category: Chemical
Detection: Various types of sensors (e.g., spectroscopy, ion mobility) used for identifying specific
chemicals or toxic substances. Biological Detection: Methods such as immunoassays or nucleic acid-
based techniques for detecting biological agents. Radiological and Nuclear Detection: Geiger counters,
scintillation detectors, and spectrometers used to detect and measure radiation levels. Explosive
Detection: Technologies like trace detection, X-ray scanners, or sniffer dogs used to identify explosive
materials.

Showcase examples of CBRNe detection equipment available (if possible) or through visual aids, videos,
or simulations. Demonstrate how some equipment works, its components, and how to interpret readings
or results.

Discuss the importance of regular calibration, maintenance, and quality assurance to ensure the accuracy
and reliability of the equipment.

Evaluate understanding through quizzes, interactive discussions, or demonstrations of equipment usage.
Assess participants' ability to identify and explain the functionality of various CBRNe detection equipment
types.

3.5

To elaborate
effective CBRNe
security  plans

Introduction to CBRNe Security Planning: Highlight the significance of a structured and
comprehensive security plan to mitigate CBRNe risks.
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for hotels and
conference
centers.

Define and explain the purpose of a CBRNe security plan: Focus on prevention, mitigation, and
preparedness against CBRNe threats. Components include risk assessments, security measures,
protocols, and procedures to prevent and minimize CBRNe incidents. Emphasize measures such as
access control, surveillance systems, mail screening, staff training, and collaboration with authorities.

Explore specific considerations unique to these environments: Guest room security and access control.

High-profile events and VIP security. Crowd management and evacuation procedures for large
gatherings. Protection of critical infrastructure within the facility.

Discuss the importance of implementing the security plan and conducting regular testing and exercises
to ensure effectiveness:

Emphasize the significance of collaboration with law enforcement, emergency responders, and local
authorities.

Stress the need for ongoing review, updates, and continuous improvement of the security plan in
response to evolving threats or changes in the facility layout or operations.

3.6

To elaborate
effective
emergency
plans for hotels
and conference
centers.

Define and explain the purpose of a CBRNe emergency plan: Focus on immediate response and
actions during a CBRNe incident or emergency. Components include procedures, protocols, and steps
to be followed in case of a CBRNe threat or incident. Emphasize evacuation procedures, communication
protocols, emergency response teams, medical assistance, and coordination with first responders.

Define the importance of emergency planning in ensuring the safety and security of guests and staff
within hotels and conference centers. Discuss the significance of having a structured emergency plan to
respond effectively to various types of emergencies, including CBRNe incidents.

Explore different types of emergencies relevant to hotels and conference centers: Natural disasters (e.g.,
earthquakes, floods, storms); Man-made emergencies (e.g., fire, CBRNe incidents, security threats);
Medical emergencies or health crises.

Discuss the essential elements to include in an emergency plan tailored to hotels and conference centers:
Emergency response teams and their roles and responsibilities; Clear communication and notification
procedures; Evacuation plans and assembly points; Medical assistance and first aid procedures.

Coordination with local emergency services and authorities.

Emphasize the significance of effective communication during emergencies: Establishing clear
communication channels and protocols for staff and guests.

Stress the need for continuous review and improvement of the emergency plan: Regularly updating the
plan based on feedback, lessons learned, and changes in the facility or potential risks. Assessing the
effectiveness of response measures through post-incident evaluations and debriefings.

Evaluate understanding through group presentations of a segment of an emergency plan for a hotel or
conference center.

3.7

To have basic
knowledge  of
CBRNe food
protection
guidelines

Introduction to CBRNe Threats in Food Operations: Explain the importance of adhering to food
protection guidelines to prevent contamination or tampering of food.

Introduce basic food safety regulations and standards applicable to hotels and conference centers: Health
codes and regulations governing food handling, storage, preparation, and serving; Hazard Analysis and
Critical Control Points (HACCP) principles for ensuring food safety.

Discuss specialized guidelines and considerations to protect food from CBRNe threats: Chemical threats:
Implementing measures to safeguard against intentional contamination with chemicals, including proper
storage, securing supply chains, and staff training on recognizing suspicious activities. Biological threats:
Ensuring hygiene practices, proper sanitation, and monitoring of food sources to prevent biological
contamination. Radiological and Nuclear threats: Monitoring food sources for potential radiation
contamination and establishing protocols for handling potentially contaminated food items. Explosive
threats: Implementing security measures to prevent unauthorized access to food storage or preparation
areas.

Detail protocols and procedures to follow in case of suspected or confirmed CBRNe contamination:
Immediate isolation and quarantine procedures for affected food items. Notifying management, relevant
authorities, and following emergency response protocols. Disposal procedures for contaminated food
items and implementing corrective actions to prevent recurrence.

Discuss the significance of collaboration with health authorities, food safety agencies, and law
enforcement: Establishing communication channels for reporting suspected incidents and seeking
guidance in handling CBRNe-related food safety concerns.

Discuss food protection guidelines in HOTHREAT project report D.3.2.

3.8

To have basic
knowledge  of
CBRNe
protection
guidelines  for
cleaning
services.

Introduction to CBRNe Threats in Cleaning Services: Explain the importance of adhering to CBRNe
protection guidelines to prevent contamination and ensure the safety of cleaning staff and guests.

Introduce basic cleaning safety regulations and standards applicable to hotels and conference centers:
Occupational Safety and Health Administration (OSHA) guidelines for cleaning and hazard
communication. Cleaning protocols specific to food service areas, guest rooms, public spaces, and high-
touch surfaces.

Discuss specialized guidelines and considerations to protect cleaning staff against CBRNe threats:
Chemical threats: Safe handling and storage of cleaning chemicals, proper ventilation, using personal
protective equipment (PPE), and recognizing signs of chemical exposure.

Biological threats: Implementing hygiene practices, proper sanitation, and using disinfectants effective
against biological agents.
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Radiological and Nuclear threats: Monitoring for potential radiation contamination, wearing appropriate
PPE, and following protocols for handling contaminated surfaces or areas.

Explosive threats: Recognizing suspicious items or behaviours during cleaning routines and reporting
them promptly.

Detail specific cleaning protocols and procedures to follow in case of suspected or confirmed CBRNe
threats: Immediate cessation of cleaning operations in case of suspected contamination. Following
established emergency response protocols and reporting procedures to management and relevant
authorities. Disposal of contaminated cleaning materials and proper decontamination procedures.

Discuss the significance of collaboration with management, health authorities, and law enforcement:
Establishing communication channels for reporting suspected incidents and seeking guidance in handling
CBRNe-related cleaning concerns.

Discuss cleaning services guidelines in HOTHREAT project report D.3.5.

3.9

To have basic
knowledge  of
guidelines  for
epidemiological
enquiry.

Introduction to Epidemiological Inquiry in Hospitality Settings: Define epidemiological inquiry and
its significance in identifying and controlling disease outbreaks or public health concerns in hotels and
conference centers. Explain the importance of prompt and systematic investigations in ensuring the safety
and well-being of guests and staff.

Discuss key principles and methods used in epidemiological inquiries: Case definition and identification
of suspected cases. Data collection methods, including interviews, surveys, and medical records review.
Analysing patterns of disease spread and identifying potential sources or vectors.

Outline the specific components and considerations in conducting an inquiry in these settings: Rapid
identification of suspected cases or disease clusters among guests or staff. Tracing movements and
interactions of individuals within the facility. Collection of information on common areas, food services,
room assignments, and shared facilities.

Emphasize the importance of surveillance and communication in epidemiological investigations:
Establishing communication channels between the facility, health authorities, and public health agencies.
Notifying relevant authorities promptly in case of suspected outbreaks and seeking guidance for
investigation procedures.

Discuss methods for data analysis and reporting during epidemiological inquiries: Analysing collected
data to identify patterns, timelines, and potential sources of the outbreak. Preparing reports summarizing
findings, including the scope of the outbreak, affected areas, and recommended control measures.
Highlight the significance of collaboration and follow-up actions: Collaborating with health officials and
experts to verify findings and determine appropriate control measures. Implementing control and
preventive measures based on investigation results, such as enhanced cleaning protocols, isolation
procedures, or facility closures if necessary.

Discuss epidemiological enquiry in HOTHREAT project report D.3.3.

3.10

To elaborate
adequate
CBRNe
protection
programme

VIP

Introduction to CBRNe VIP Protection: Explain the significance of a specialized protection program to
safeguard VIPs against CBRNe threats.

Discuss the identification of VIP guests and assessing potential risks associated with their presence:
Types of VIPs, their profiles, and security requirements. Understanding potential CBRNe threats
concerning VIPs and their specific vulnerabilities.

Outline the essential elements to include in an effective protection program: Threat assessments and risk
analysis specific to VIPs. Enhanced security measures: Access control, surveillance, and perimeter
security. VIP-specific emergency response and evacuation plans for CBRNe incidents. Dedicated VIP
security details or personnel trained in CBRNe threat recognition and response.

Emphasize the importance of specialized training and preparedness: Training VIP security personnel in
CBRNe threat identification, protective measures, and emergency response protocols. Conducting
scenario-based exercises or simulations to practice responses to potential CBRNe threats.

Discuss the significance of collaboration with law enforcement, intelligence agencies, and relevant
authorities: Establishing communication channels for sharing threat intelligence and coordinating
responses in case of CBRNe incidents. Conducting joint drills or exercises with external agencies to
ensure seamless coordination during emergencies.

Stress the need for ongoing review and refinement of the protection program: Regularly updating threat
assessments based on changes in the security landscape. Conducting post-event debriefs and analysis
to identify areas for improvement.

Discuss CBRNe VIP protection programme in HOTHREAT project report D.3.4.

4 Command and Control Procedures. Incident Command System

4.1

To understand
the need and
implementation
of incident
command and
communication
system.

Introduction to command, control and coordination systems for CBRNe Incidents: Define its
significance in coordinating responses during CBRNe incidents. Explain the critical role of effective
communication and command structure in managing crises.

Introduce the structure of the Incident Command System and its adaptation to CBRNe incidents at your
venue: Roles and responsibilities of key personnel. Integration of hotel or conference center staff into the
incident command structure. Protocols for managing guests, evacuation procedures, and collaboration
with emergency responders.

Highlight the significance of effective communication systems during CBRNe incidents: Establishing
communication protocols between hotel personnel, hotel and first responders, hotel and external
agencies. Utilizing various communication tools (radios, phones, dedicated channels) for seamless
information exchange.
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Emphasize the importance post-incident evaluation: Conducting after-action reviews to assess the
effectiveness of the incident command and communication system at the venue, and identifying areas for
improvement.

Discuss ETHANE and THEN procedures.

Introduction to Command Structure in CBRNe Incidents: Define the command structure and its
significance in managing crises like CBRNe attacks. Explain the importance of role clarity and
coordination among different positions.

Incident Commander (IC) Role and Responsibilities: Explain the crucial role of the Incident Commander
in overseeing the response: Responsibilities include overall decision-making, resource allocation, and
incident assessment. Clear communication with all involved parties and coordination with external
agencies.

Operations Section Chief (OSC) Role and Responsibilities: Discuss the responsibilities of the Operations
Section Chief: Managing tactical operations and resource utilization based on directives from the Incident

:;)Oles underst::g Commander. Directing teams, implementing action plans, and overseeing response activities.
4.2 responsibilities Safety Officer Role and Responsibilities: Explain the responsibilities of the Safety Officer within the
' in the command | command structure: Ensuring safety protocols are followed, assessing risks, and advising on safety
structure measures during operations. Monitoring personnel safety and advocating for the well-being of responders
' and occupants.
Liaison Officer and Public Information Officer Roles: Highlight the roles of Liaison and Public Information
Officers: Liaison Officer: Facilitating communication between the command structure and external
agencies or authorities. Public Information Officer: Managing communication with the media, public, and
affected individuals, ensuring accurate and timely information dissemination.
Facility-specific Roles and Integration: Discuss roles specific to hotels and conference centers within the
command structure: Security and staff members tasked with guiding guests, managing evacuation,
securing critical areas, and assisting responders. Integration of facility management into the command
structure for resource identification and facility-specific expertise.
To understand | Explain the augmented reality system supporting hotel staff in an emergency in HOTHREAT

43 HOTHREAT project demonstrator software D.4.2.

’ application  for
mobile devices
To understand | Explain the CBRNe emergency management application in HOTHREAT project demonstrator

4.4 HOTHREAT software D.4.1.

' augmented

reality system
5 Personal Protection

To have basic | Introduction to Personal Protective Equipment (PPE) in CBRNe Scenarios: Define PPE and its
knowledge  of | significance in protecting against Chemical, Biological, Radiological, Nuclear, and Explosive (CBRNe)
the selection | threats. Explain the importance of proper selection and use of PPE in maintaining safety during CBRNe
and use of | incidents.

5.1 personal Training and Familiarization: Highlight the importance of training and familiarization with PPE: Conducting
protection regular training sessions on the selection, use, and maintenance of PPE. Hands-on practice and
equipment familiarization with donning and doffing procedures.

(PPE) for
different CBRNe
scenarios.
Types of CBRNe Scenarios and Corresponding PPE: Discuss various CBRNe scenarios and the
corresponding PPE required: Chemical threats: Overview of protective suits, gloves, masks (respirators),
To understand and eye/face protection. Biological threats: PPE selection for preventing biological agent exposure, such
the selection | @S suits, masks, gloves, and boots. Radiological and Nuclear threats: Protective clothing, masks, and
and use of equipment to prevent radioactive contamination. Explosive threats: PPE focusing on blast protection,
personal including helmets, body armour, and eye/ear protection.
5.2 protection Selection Criteria for PPE: Explain the factors influencing the selection of PPE for different CBRNe
equipment  for | scenarios: Level of protection required based on the identified threat. Comfort, fit, and compatibility of
different CBRNe | PPE with other equipment. Regulatory standards and certification of PPE.
scenarios. Care, Maintenance, and Disposal of PPE: Discuss the significance of caring for and maintaining PPE:
Proper storage, inspection, and maintenance of PPE to ensure effectiveness. Procedures for safe
disposal or decontamination of used PPE after incidents.
Donning Procedures for PPE: Step-by-step instructions for correctly donning PPE: Demonstrate the
procedure for each type of PPE, emphasizing the importance of a systematic approach. Highlight proper
fit, adjustment, and sealing of PPE to ensure maximum protection.

ggsicund;git,f::d Doffing Procedures for PPE: Detailed instructions on the safe and systematic removal of PPE: Emphasize

53 and doffing cautious removal to prevent self-contamination or the spread of contaminants. Highlight specific protocols
procedures 9| for removing each type of PPE, including disposal or decontamination procedures.

Hands-On Practice and Demonstrations: Conduct practical sessions allowing participants to practice
donning and doffing different types of PPE: Hands-on demonstrations supervised by instructors or
experts. Encourage participants to follow proper procedures and seek clarification if needed.

Page 63 of 77



Modular Training Curriculum

|I-IOTH REAT

CBRN

Safety Measures and Decontamination Protocols: Explain safety measures during PPE removal and the
importance of decontamination: Stress the need for hand hygiene and avoiding contact with contaminated
surfaces. Provide guidance on decontamination procedures for both PPE and exposed areas.

Activities: Practical exercises allowing participants to practice donning and doffing procedures for various
types of PPE.

5.4

To understand
basic
decontamination
procedures.

Introduction to CBRNe Decontamination: Define CBRNe decontamination and its critical role in
reducing contamination risks post-attack. Explain the importance of prompt and effective decontamination
procedures to ensure safety.

Types of Decontamination: Discuss different types of decontamination methods used in CBRNe
scenarios: Dry decontamination: Removing solid contaminants using brushes, dry wipes, or vacuum
cleaners. Wet decontamination: Using water or solutions to wash away contaminants. Technical
decontamination: Advanced methods like chemical neutralization or radiation reduction.

Decontamination Zones and Setup: Explain the establishment and setup of decontamination zones: Hot
zone: Contaminated area where the attack occurred. Warm zone: Area for undressing contaminated
clothing and initial decontamination. Cold zone: Clean area for further decontamination and medical
assistance.

Decontamination Procedures: Step-by-step instructions for CBRNe decontamination: Initial steps for self-
decontamination: Removing contaminated clothing, rinsing exposed areas with water if available.
Establishment of decontamination lines and procedures for individuals passing through each zone.
Utilizing appropriate decontamination solutions or methods based on the type of contamination (chemical,
biological, radiological, or nuclear).

Personal Protective Equipment (PPE) and Equipment Decontamination: Emphasize the decontamination
of PPE and equipment: Procedures for cleaning and decontaminating PPE worn during the incident.
Decontamination protocols for equipment used in the decontamination process to prevent cross-
contamination.

Post-Decontamination Procedures and Follow-Up: Highlight the importance of post-decontamination
steps: Monitoring and assessment to ensure effective decontamination.

6 Protection of Potential Victims

6.1

To understand
the need for the
implementation

of  procedures
for the
protection of
potential victims.

Introduction to Victim Protection Procedures: Define victim protection procedures and their relevance
in ensuring safety and minimizing harm in various scenarios. Highlight the importance of proactive
measures to safeguard individuals from potential risks and threats.

Implementing Protective Procedures: Outline the procedures and measures designed for victim
protection: Establishing emergency response plans tailored to different scenarios.

Establishing Evacuation/sheltering Plans and Routes: Outline the process of establishing evacuation and
sheltering plans specific to hotels and conference centers: Identifying primary and alternative evacuation
routes considering the layout and size of the premises. and for keeping potentially contaminated and
uncontaminated people separated. Designating assembly points and safe areas outside the affected zone
for accountability/headcounts, and triage-treatment-decontamination by the emergency services.

Discuss the "Remove, Remove, Remove" procedure.

6.2

To understand
evacuation
procedures for
different threat
types.

Introduction to CBRNe Evacuation Procedures: Define the significance of prompt and organized
evacuation procedures following a CBRNe attack. Highlight the importance of tailoring evacuation plans
based on the type of CBRNe agent involved.

Types of CBRNe Agents and Associated Evacuation Strategies: Chemical Agents: Discuss evacuation
considerations if chemical agents are involved, emphasizing rapid evacuation away from the affected
area or sheltering in place if no other option is available. Biological Agents: Explain evacuation strategies
if biological agents are involved, including the need for isolation and containment while facilitating safe
evacuation routes. Radiological and Nuclear Agents: Detail evacuation protocols considering radiation
exposure, such as minimizing exposure time and using shielding or distance to reduce radiation effects.
Explosive Agents: Discuss evacuation procedures if explosive threats are present, focusing on
establishing safe evacuation zones and routes away from potential blast areas. In all cases, explain the
importance of separating potentially contaminated people from the unaffected people and using different
routes and assembly areas to reduce the harm and spread of contamination between people and places.

Establishing Evacuation Plans and Routes: Outline the process of establishing evacuation plans specific
to hotels and conference centers: Identifying primary and alternative evacuation routes considering the
layout and size of the premises. Designating assembly points and safe areas outside the affected zone
for accountability and headcounts.

Communication and Alert Systems: Emphasize the role of effective communication systems in evacuation
procedures: Use of alarm systems, PA announcements, and other communication methods to alert
occupants and staff. Ensuring clear and concise instructions to avoid panic and facilitate a swift but orderly
evacuation.

Staff Training and Guest Assistance: Discuss the importance of staff training and guest assistance during
evacuations: Training staff members in their roles during an evacuation, including guiding guests,
ensuring calmness, and assisting those needing help. Protocols for assisting individuals with disabilities
or special needs during evacuations.

Post-Evacuation Actions and Coordination: Highlight post-evacuation actions and coordination:
Establishing a post-evacuation accountability process and checking for missing persons.

6.3

To understand
sheltering

Introduction to Sheltering Places and Safe Zones: Define the concepts of sheltering places and safe
zones in the context of CBRNe incidents. Explain the significance of these locations in providing
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places and safe
zones after a
CBRNe incident

protection and minimizing exposure to hazardous agents. Explain exceptional character of this procedure
and its drawbacks

Identification of Sheltering Places and Safe Zones: Discuss the identification and establishment of
sheltering places and safe zones: Examining structural features and characteristics that designate an
area as a safe zone or suitable for sheltering. Identifying areas within the hotel and conference center
that offer protection from external hazards, such as a designated safe room, reinforced areas, or areas
with limited ventilation.

Factors Influencing Sheltering Place Selection: Outline the factors influencing the selection of sheltering
places and safe zones: Type of CBRNe agent involved and its properties (chemical, biological,
radiological, nuclear, or explosive). Structural integrity, ventilation, and isolation from external
contaminants. Accessibility and capacity to accommodate occupants, including guests and staff.

Sheltering Procedures and Protocols: Explain the procedures and protocols to be followed while
sheltering in place or utilizing safe zones: Instructions for occupants to seek shelter promptly in
designated areas upon receiving alerts or instructions. Protocols for sealing off shelter areas to minimize
air circulation and potential exposure to outside contaminants. Provision of emergency supplies and
communication tools within the designated shelter areas.

Communication and Coordination: Emphasize the importance of communication and coordination during
sheltering: Establishing communication channels to relay instructions and updates to occupants in
sheltering places.

Post-Sheltering Actions and Evaluation: Highlight post-sheltering actions and evaluation: Procedures for
assessing the safety of sheltering places before allowing occupants to exit. Conducting post-incident
evaluations to review the effectiveness of sheltering procedures and identify areas for improvement.

6.4

To manage
vulnerable
populations after
a CBRNe
incident.

Introduction to Vulnerable Populations in CBRNe Incidents: Define vulnerable populations and their
unique needs in emergency situations, particularly in CBRNe incidents. Identify various vulnerable
groups, such as children, elderly individuals, individuals with disabilities, pregnant women, and others.

Assessment of Vulnerable Populations' Needs: Discuss the assessment of vulnerable populations' needs
after a CBRNe incident: Understanding the specific challenges and requirements of different vulnerable
groups in the aftermath of such incidents. Assessing their medical, physical, psychological, and logistical
needs.

Tailoring Emergency Response Plans for Vulnerable Populations: Outline strategies for tailoring
emergency response plans to address vulnerable populations' needs: Incorporating specific protocols in
evacuation plans and sheltering procedures for accommodating vulnerable groups. Assigning designated
personnel responsible for assisting and guiding vulnerable individuals during emergencies.

Communication and Support Services: Emphasize the importance of effective communication and
support services for vulnerable populations: Providing clear and accessible communication methods for
individuals with sensory impairments or language barriers.

Specialized Training and Sensitivity: Discuss the importance of specialized training and sensitivity in
dealing with vulnerable populations: Training staff and responders in handling and assisting different
vulnerable groups with empathy and understanding. Sensitivity to cultural, religious, or personal
considerations that might impact the support provided to vulnerable individuals.

Continuous Support and Follow-Up: Highlight the need for continuous support and follow-up for

vulnerable populations: Providing ongoing assistance, medical care, and psychological support beyond
the immediate aftermath of the incident.

7 Securing the Action Scen

71

To understand
the need for
securing the
incident scene.

Introduction to Securing the Incident Scene: Define the concept of securing the incident scene and
its significance in CBRNe incidents. Highlight the objectives of securing the scene, including safety,
preservation of evidence, and preventing unauthorized access.

Safety Measures and Contamination Control: Discuss safety measures and contamination control
protocols at the incident scene: Implementing immediate safety measures to protect individuals from
exposure to hazardous substances. Establishing perimeters and restricting access to prevent
unauthorized entry and secondary contamination.

Preservation of Evidence and Scene Integrity: Explain the importance of preserving evidence and
maintaining scene integrity: Emphasize the significance of preserving the scene for investigative
purposes to determine the nature and cause of the incident. Discuss protocols for documentation,
photography, and evidence collection to aid in the investigation.

Establishment of Incident Command and Security Protocols: Outline the establishment of incident
command and security protocols: Designating incident command center and responsible personnel to
manage the scene and security operations. Implementing security protocols to control access, manage
crowd control, and monitor the scene.

Collaboration with Response Teams and Authorities: Emphasize collaboration with response teams and
relevant authorities: Coordination with emergency responders, hazmat teams, law enforcement, and
regulatory agencies for scene management and investigation.

Post-Incident Scene Assessment and Transition: Highlight the post-incident scene assessment and
transition phase: Conducting a thorough assessment after the situation is stabilized to determine scene
safety and readiness for transition. Transitioning control of the scene to appropriate authorities for further
investigation or cleanup.
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7.2

To stablish
perimeters and
access control
after a CBRNe
incident.

Introduction to Perimeters and Access Control: Define the concept of perimeters and access control
in the context of CBRNe incidents. Highlight the objectives, including containment, safety, and
preservation of the incident scene.

Perimeter Establishment and Scene Containment: Discuss the process of establishing perimeters for
scene containment: Determining the outer and inner perimeters based on the nature and extent of the
incident. Implementing physical barriers, tape, signage, or personnel to mark and secure the perimeters.

Access Control Measures: Explain the importance of access control measures for the incident scene:
Establishing controlled entry and exit points for authorized personnel only. Implementing identification
checks and issuance of credentials for authorized responders and essential personnel.

Security Protocols and Personnel Deployment: Outline security protocols and deployment of personnel
for perimeter control: Briefing security personnel on their roles, responsibilities, and communication
protocols. Implementing a layered security approach to ensure comprehensive coverage of the
perimeters.

Continuous Monitoring and Adaptation: Highlight the need for continuous monitoring and adaptation of
access control measures: Regular assessment and adjustment of perimeters based on the evolving
situation and response requirements. Communication and coordination among security personnel and
incident commanders for effective adaptation.

7.3

To
efficient
and
control.

perform
crowd
traffic

Introduction to Crowd and Traffic Control: Define the significance of crowd and traffic control in
managing the aftermath of a CBRNe incident. Highlight the objectives, including safety, scene
containment, and ensuring smooth response operations.

Assessing Crowd and Traffic Challenges: Discuss the challenges associated with crowd and traffic control
at the scene: Understanding potential issues such as panic, congestion, roadblocks, and access for
emergency responders. ldentifying potential risks to responders, bystanders, and individuals in the
vicinity.

Crowd Management Strategies: Outline strategies for effective crowd management: Establishing
designated areas for bystanders and media away from the incident site to prevent interference. Providing
clear communication and instructions to manage crowd behaviour and prevent panic.

Traffic Control Measures: Explain measures for traffic control near the incident site: Redirecting traffic
away from the affected area to prevent congestion and facilitate emergency vehicle access. Designating
alternative routes and deploying traffic personnel to manage vehicle flow.

Coordinating with Law Enforcement and Emergency Services: Emphasize coordination with law
enforcement and emergency services: Collaborating with law enforcement to enforce crowd control
measures and manage traffic rerouting. Ensuring clear communication channels between responders
and traffic control personnel.

Continuous Assessment and Adaptation: Highlight the need for continuous assessment and adaptation
of crowd and traffic control measures: Regular evaluation of crowd dynamics and traffic flow to adjust
control measures accordingly. Training and briefing personnel on adaptive responses to evolving crowd
and traffic situations.

7.4

To effectively
protect evidence
and maintain
scene integrity
after an CBRNe
incident.

Introduction to Evidence Protection and Scene Integrity: Define the importance of evidence
protection and scene integrity in CBRNe incidents. Highlight the objectives, including preserving evidence
for investigation and ensuring scene integrity.

Understanding Types of Evidence in CBRNe Incidents: Discuss various types of evidence relevant to
CBRNe incidents: Physical evidence (biological samples, chemical residue, explosive remnants). Digital
evidence (surveillance footage, electronic records). Testimonial evidence (witness statements, first
responders' observations).

Protocols for Evidence Protection: Outline protocols for protecting evidence at the scene: Establishing
controlled access zones to prevent contamination or tampering. Documenting evidence through
photography, sketches, and notes while maintaining chain of custody.

Scene Preservation Techniques: Explain techniques for maintaining scene integrity: Avoiding
unnecessary movement or disturbance of potential evidence. Implementing measures to prevent cross-
contamination between different areas of the scene.

Documentation and Record-Keeping: Emphasize the importance of documentation and record-keeping:

Recording the conditions of evidence and scene details in an organized manner. Maintaining accurate
logs of individuals entering or leaving the scene for accountability.

Collaboration with Investigative Authorities: Discuss collaboration with investigative authorities:
Coordinating with law enforcement and forensic experts for evidence collection and analysis. Providing
necessary support and information to aid investigations without compromising scene integrity.

8 Rescue

and Recovery Procedures

8.1

To understand
the work of the
multiagency
response
(police, fire
brigade, medical
services) after a
CBRNe incident.

Introduction to Multiagency Response in CBRNe Incidents: Define the concept of multiagency
response and its significance in managing CBRNe incidents. Highlight the objectives, emphasizing
collaboration, coordination, and efficient response.

Roles and Responsibilities of Each Agency: Discuss the specific roles and responsibilities of police, fire
brigade, and medical services: Police: Securing the scene, crowd control, ensuring safety, and initial
investigation. Fire Brigade: Hazard mitigation, decontamination, securing utilities, and structural
assessment. Medical Services: Triage, treatment, and decontamination of casualties, medical support.
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Coordination and Communication Protocols: Explain the importance of coordination and communication
among agencies: Establishing unified command structures for effective decision-making and resource
allocation. Implementing communication protocols and information sharing among agencies.

Unified Incident Command Center: Highlight the establishment and functions of a unified incident
command center: Coordination of agency efforts, information dissemination, and resource management.
Role of incident commanders and liaison officers from each agency.

Joint Operations and Task Assignments: Discuss joint operations and task assignments among agencies:
Collaborative efforts in securing perimeters, establishing safe zones, and managing decontamination.
Allocation of specific tasks based on expertise and capabilities of each agency.

To have basic

Introduction to Post-Incident Recovery and Cleanup: Define the importance of post-incident recovery
and cleanup after a CBRNe incident. Highlight the objectives, including restoring normalcy, ensuring
safety, and minimizing long-term effects.

Safety Considerations for Cleanup Operations: Discuss safety considerations and protocols for cleanup
operations: Assessing and mitigating risks associated with residual contamination. Implementing
personal protective equipment (PPE) and decontamination procedures for cleanup personnel.

Decontamination Processes and Techniques: Explain decontamination processes and techniques for

knowledge affected areas: Methods for surface and environmental decontamination (washing, scrubbing,
?b(_’Ut post- disinfection). Proper disposal of contaminated materials and waste following regulatory guidelines.
8.2 incident e L .
Structural Assessment and Remediation: Address structural assessment and remediation procedures:
recovery and - n " . I . )
cleanuo after a Evaluating structural integrity and damage to buildings or facilities. Remediation strategies for restoring
p a the premises to a safe and functional state.
CBRNe incident. ) e ) o ) o )
Environmental Monitoring and Restoration: Highlight environmental monitoring and restoration efforts:
Monitoring air, water, and soil quality for residual contamination. Implementing measures for
environmental restoration and mitigating long-term effects.
Community Engagement and Support: Emphasize the importance of community engagement and
support: Communicating with affected communities, addressing concerns, and providing support.
Collaborating with local authorities and agencies for community recovery efforts.
9 Practical Exercises and Drills
Introduction to CBRNe Preparedness Training: Define the importance of training in CBRNe
preparedness. Highlight the objectives, emphasizing readiness, response efficiency, and safety.
Types and Components of CBRNe Training: Discuss different types and components of CBRNe training:
Basic awareness training on CBRNe agents, hazards, and safety measures. Specialized training for
specific roles (staff, security, first responders) in handling CBRNe incidents. Simulation-based training for
practical skills and response protocols.
Practical Exercises and Drills: Explain the role and importance of practical exercises and drills:
To understand - - : . e ) :
the need for Qondgctmg tallbletop exercises to simulate response scenarios and Qe9|5|on-mak|ng. Full-scale drills
training involving multiple agencies to test response coordination and communication.

9.1 practica,l Scenario-Based Training for Hotels and Conference Centers: Customize training scenarios for hotels and
exercises, and | conference centers: Simulating CBRNe incidents tailored to the layout, facilities, and potential
drills for CBRNe | Vulnerabilities of the venue. Training staff on evacuation procedures, sheltering, decontamination, and
preparedness. communication protocols specific to the venue.

Continuous Improvement and Evaluation: Highlight the need for continuous improvement and evaluation:
Collecting feedback and conducting post-exercise evaluations to identify strengths and areas for
improvement. Implementing changes in protocols, training, or response plans based on lessons learned.
Importance of Realistic Training Environments: Emphasize the significance of realistic training
environments: Simulating real-world conditions, including stress, time constraints, and environmental
factors, to enhance preparedness. Using technologies like simulators, role-playing, and simulation tools
for immersive training experiences.
Introduction to Practical CBRNe Exercises: Define the purpose and importance of practical CBRNe
exercises. Highlight the objectives, emphasizing hands-on application of knowledge and skills in a
realistic scenario.
Pre-Exercise Preparation: Identify exercise objectives, scenario goals, and participant roles: Determine
exercise objectives (e.g., testing response protocols, evaluating communication, assessing coordination).
Develop a realistic CBRNe scenario based on potential threats to the hotel and conference center. Assign
) roles (incident commander, security personnel, staff members) to participants.
Torf effectively | Scenario Design and Set-Up: Design and set up the simulated CBRNe incident scenario: Choose a
pertorm suitable location within the venue to simulate the incident. Set up props, simulated contaminants,

9.2 ?:Ig]}glNa:ae(ijncident casualties, or indicators of a CBRNe incident based on the scenario.

response. Conducting the Practical Exercise: Execute the practical exercise following the designed scenario: Brief

participants about the scenario, their roles, and the expected response. Initiate the exercise by introducing
the simulated incident, and let participants respond according to their assigned roles and protocols.
Encourage realistic actions, communication, decision-making, and implementation of response protocols.

Exercise Evaluation and Debriefing: Evaluate participant performance and conduct a debriefing session:

Observe and assess participants' actions, decisions, and coordination during the exercise. Conduct a
structured debriefing to discuss strengths, weaknesses, challenges faced, and lessons learned. Collect
feedback from participants regarding their experience and observations.
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Post-Exercise Analysis and Improvement: Analyse exercise outcomes and incorporate lessons learned:
Review feedback and observations to identify areas for improvement in protocols, communication,
coordination, or individual responses. Develop an after-action report (AAR) highlighting strengths, areas
for improvement, and recommendations. Implement changes in preparedness plans based on exercise
outcomes for continuous improvement.

9.3

To effectively
perform tabletop
and exercises.

Introduction to Tabletop Exercises: Define tabletop exercises and their importance in CBRNe
preparedness. Highlight the objectives, emphasizing discussion-based learning, scenario exploration,
and decision-making.

Pre-Exercise Preparation: Identify exercise objectives and scenario details: Determine the exercise goals
(e.g., testing response plans, communication protocols, decision-making). Develop a realistic CBRNe
scenario considering the venue's layout, facilities, and potential vulnerabilities.

Scenario Presentation and Discussion: Introduce the CBRNe scenario and initiate the tabletop exercise:

Present the scenario to participants, including incident details, simulated impacts, and potential
challenges. Encourage participants to discuss and analyse their responses, decision-making processes,
and actions based on the presented scenario.

Role Assignments and Discussion Facilitation: Assign roles to participants and facilitate the exercise
discussion: Designate roles such as incident commander, security personnel, and staff members. Guide
participants through the scenario, encouraging open discussion, problem-solving, and decision-making.
Addressing Response Strategies and Protocols: Discuss response strategies, protocols, and decision
points: Explore various response options, considering evacuation, sheltering, communication,
decontamination, and resource management. Analyse the effectiveness of existing protocols, identify
strengths, weaknesses, and areas for improvement.

Debriefing and Lessons Learned: Conduct a debriefing session and extract lessons learned: Facilitate a
structured debriefing to review participant responses, actions taken, and alternative approaches. Collect
feedback on challenges faced, successful strategies, and areas requiring enhancement. Compile insights
and observations into actionable lessons for improvement.

10 Legal

and Ethical Considerations

10.1

To understand
the basic legal
and ethical
considerations
on CBRNe
response.

Introduction to Legal and Ethical Considerations in CBRNe Response: Define the importance of
legal and ethical considerations in CBRNe response. Highlight the objectives, emphasizing compliance,
accountability, and ethical decision-making.

Legal Framework and Regulations: Discuss the legal framework and regulations applicable to CBRNe
incidents: Review relevant national and international laws, regulations, and protocols related to CBRNe
incidents and emergency response. Identify legal responsibilities, jurisdictional issues, and compliance
requirements for responders and stakeholders.

Ethical Principles and Moral Guidelines: Explore ethical principles and moral guidelines guiding CBRNe
response: Discuss ethical considerations in decision-making during emergencies, emphasizing the duty
to protect, non-maleficence, and respect for autonomy. Analyse ethical dilemmas that responders might
face during CBRNe incidents, such as resource allocation, triage, and confidentiality.

Responsibilities of Responders and Agencies: Outline the responsibilities of responders and involved
agencies: Define the duties and obligations of emergency responders, healthcare providers, law
enforcement, and organizational leadership. Discuss the importance of clear communication,
coordination, and collaboration among responders while respecting legal and ethical boundaries.

Protection of Victims' Rights and Privacy: Address the protection of victims' rights and privacy
considerations: Discuss the rights of affected individuals, including privacy, informed consent, and
confidentiality of medical information. Explore strategies to balance public safety and individual rights
during a CBRNe incident response.

Post-Incident Accountability and Reporting: Highlight post-incident accountability and reporting
procedures: Discuss the importance of documenting actions taken, decision-making processes, and
resource utilization for accountability. Emphasize the necessity of transparent reporting and debriefing
for organizational learning and continuous improvement.

11 After-Action Review and Improvement

To understand
the need for
review and
improvement of
the system after
an CBRNe
incident.

Introduction to Review and Improvement post-CBRNe Incident: Define the significance of reviewing
and improving prevention and reaction systems. Highlight the objectives, emphasizing learning from
incidents for better preparedness.

Post-Incident Assessment and Evaluation: Discuss the process of post-incident assessment and
evaluation: Analyse the response to the CBRNe incident, focusing on strengths, weaknesses, and areas
for improvement. Review actions taken, response protocols followed, communication effectiveness, and
resource utilization.

Identification of Gaps and Lessons Learned: Identify gaps and extract lessons learned from the incident:

Identify deficiencies or gaps in the prevention, response, or recovery phases of the incident. Discuss
lessons learned, including successful strategies, challenges faced, and alternative approaches.

Developing Improvement Strategies: Develop improvement strategies based on assessment outcomes:

Formulate actionable plans to address identified deficiencies and enhance existing prevention and
reaction systems. Prioritize improvements, set achievable goals, and allocate resources for
implementation.

Implementation and Training of Revised Protocols: Implement revised protocols and conduct training:
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Introduce and train personnel on updated protocols, procedures, and response plans. Conduct drills and
practical exercises based on revised strategies to ensure familiarity and efficacy.

Continuous Evaluation and Adaptation: Emphasize the importance of continuous evaluation and
adaptation: Establish mechanisms for ongoing monitoring, evaluation, and adaptation of systems.
Encourage a culture of continuous improvement, feedback, and proactive measures for future readiness.
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Creating scenarios for tabletop exercises (TTX) in CBRNE protection at hotels and
conference centers requires thoughtful planning to ensure they are realistic, relevant, and
conducive to the learning objectives. Some considerations that can be used to elaborate
effective tabletop scenarios are describe below.

Understand the Environment:

Familiarize yourself with the specific layout, features, and vulnerabilities of the hotel and
conference center where the training is carried out. Consider their size, location, typical
events held, and the presence of guests or attendees.

Identify Potential Threats:

Based on a risk assessment, consider various CBRNE threats that could potentially impact
these settings. This might include chemical spills, suspicious packages, biological threats,
radiation leaks, or even explosive devices.

Tailor Scenarios to the Setting:

Craft scenarios that are realistic within the context of the hotel and conference center. For
instance, a scenario involving a chemical spill during a conference, or a suspicious package
found in a hotel lobby.

Consider Multiple Phases or Elements:

Introduce complexity by incorporating multiple phases or elements into the scenarios. For
example, a suspicious package might contain a chemical agent, requiring evacuation and
decontamination procedures.

Define Objectives and Learning Points:

Clearly outline the objectives and learning points you want to achieve with each scenario.
This might include testing response times, assessing communication protocols, or evaluating
decision-making under pressure.

Create Supporting Materials:

Develop briefing documents, maps, incident reports, or any other relevant materials that
provide context and guidance for participants during the exercise.

Inject Realism and Challenges:

Include realistic elements such as time constraints, limited resources, communication
difficulties, or unexpected developments to challenge participants and prompt critical thinking.

Ensure Safety and Sensitivity:

While creating scenarios, prioritize safety and sensitivity. Avoid scenarios that may cause
unnecessary panic or distress and ensure that participants understand it is a simulation.
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Variety and Rotation:

Prepare a variety of scenarios to ensure participants experience different types of CBRNE
incidents. Rotate scenarios for subsequent exercises to cover a wide range of potential
threats.

Scenario Validation:

Before conducting the tabletop exercise, validate scenarios with subject matter experts or
relevant stakeholders to ensure their accuracy and relevance to the learning objectives.

Debriefing and Evaluation Plan:

Prepare a structured debriefing plan to discuss the scenario, gather feedback, and identify
areas for improvement. Design an evaluation mechanism to measure the effectiveness of the
exercise.

Remember, the goal of these scenarios is to provide a realistic but controlled environment
for participants to practice and improve their response capabilities. Continuously refine and
adapt scenarios based on feedback and emerging threats to ensure that training remains
effective and relevant.
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When elaborating a training certificate, the hotel and conference center should consider the
following content:

1. Organization name and logo.

2. Title of the Certificate: such as “Certificate of Completion in CBRN Protection Training”.

3. Participant’s Name: Include the full name of the individual receiving the certificate.

4. Course Details: Title and brief description of the CBRN Protection Training course.

5. Completion Date: The date when the training was successfully completed.

6. Training Duration: Total hours or days of training completed.

7. lIssuing Organization: Name and logo of the organization providing the training.

8. Contact information for verification purposes.

9. Instructor's Name and Signature: Name and signature of the lead instructor or training
coordinator.

10. Certification Number: A unique certificate number for tracking and verification.

11. Official Seals or Stamps: Any seals or stamps that add authenticity and recognition to
the certificate.

12. Summary of Skills and Competencies: A brief list of key skills and competencies

acquired during the training.
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Organization Name and Logo
Thank you for participating in our CBRN Protection Training. Your feedback is essential for us to improve our
training programs. Please take a few minutes to complete this questionnaire. Your responses will be kept
confidential.
Basic Information:
Name (optional):
Job Title/Role:
Department:
Date of Training Completion:
How relevant was the training content to your job responsibilities?
Very Relevant
Relevant
Neutral
Irrelevant
Very Irrelevant
Please elaborate:
How comprehensive was the training material?
Very Comprehensive
Comprehensive
Neutral
Incomplete
Very Incomplete
Was the training material presented in a clear and understandable manner?
Very Clear
Clear
Neutral
Confusing
Very Confusing
Training Delivery:
How would you rate the effectiveness of the instructor(s)?
Excellent
Good
Neutral
Poor
Very Poor
Specific feedback:
How engaging was the training session?
Very Engaging
Engaging
Neutral
Disengaging
Very Disengaging
How effective were the training aids (slides, videos, handouts, etc.)?
Very Effective
Effective
Neutral
Ineffective
Very Ineffective
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Practical Application: How useful were the hands-on activities and simulations in helping you understand CBRN
protection?
Very Useful
Useful
Neutral
Not Useful
Very Not Useful
How confident do you feel about applying what you learned in real-world situations?
Very Confident
Confident
Neutral
Not Confident
Very Not Confident
Please provide examples:
How would you rate the training venue and facilities?
Excellent
Good
Neutral
Poor
Very Poor
How appropriate was the training duration and pace?
Very Appropriate
Appropriate
Neutral
Too Fast
Too Slow
How satisfied are you with the overall training experience?
Very Satisfied
Satisfied
Neutral
Dissatisfied
Very Dissatisfied
What improvements would you suggest for future training sessions?
Additional Comments:
Any other comments or feedback?
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1. Introduction

Purpose Statement:

Explain the purpose of the evaluation, emphasizing the importance of feedback for improving the
training program and the trainer's performance.

Confidentiality Assurance:

Assure respondents that their feedback will be kept confidential and used solely for the purpose of
enhancing the training experience.

2. Basic Information

Participant Information:

Name (optional for anonymity)
Job title/role

Department

Date of training

3. Trainer Evaluation

How would you rate the trainer's knowledge of CBRN protection?
Excellent
Good
Average
Poor
Very Poor
Please provide specific examples or comments:
How effectively did the trainer respond to questions and provide clarification?
Excellent
Good
Average
Poor
Very Poor
How clear and understandable was the trainer's communication?
Very Clear
Clear
Neutral
Unclear
Very Unclear
How engaging was the trainer during the sessions?
Very Engaging
Engaging
Neutral
Disengaging
Very Disengaging
Please provide specific examples or comments:
How well did the trainer manage the pace and timing of the training sessions?
Excellent
Good
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Average
Poor
Very Poor
How would you rate the trainer's professionalism and attitude?
Excellent
Good
Average
Poor
Very Poor
How would you rate the overall effectiveness of the trainer?
Excellent
Good
Average
Poor
Very Poor
Recommendations for Improvement:
What recommendations do you have for improving the trainer’s effectiveness?
Additional Comments:

Any other comments or feedback about the trainer?

4. Training Content and Structure Evaluation
How relevant was the training content to your job responsibilities?
Very Relevant
Relevant
Neutral
Irrelevant
Very Irrelevant
Please provide examples or elaborate on the relevance:
How comprehensive was the training material?
Very Comprehensive
Comprehensive
Neutral
Incomplete
Very Incomplete
Was the training material presented in a clear and understandable manner?
Very Clear
Clear
Neutral
Confusing
Very Confusing

How useful were the hands-on activities, table top exercises an real scenarios in helping you understand
CBRN protection?

Very Useful
Useful
Neutral
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Not Useful
Very Not Useful
How confident do you feel about applying what you learned in real-world situations?
Very Confident
Confident
Neutral
Not Confident
Very Not Confident
Please provide examples or scenarios where you feel confident or need more practice:
How would you rate the opportunities for interaction and participation during the training?
Excellent
Good
Neutral
Poor
Very Poor
How effective were the mechanisms for providing feedback during the training?
Very Effective
Effective
Neutral
Ineffective
Very Ineffective
How would you rate the training environment and facilities?
Excellent
Good
Neutral
Poor
Very Poor
How appropriate was the training duration and pace?
Very Appropriate
Appropriate
Neutral
Too Fast
Too Slow
How satisfied are you with the overall training experience?
Very Satisfied
Satisfied
Neutral
Dissatisfied
Very Dissatisfied

What improvements would you suggest for future training sessions?
Additional Comments:
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